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Abstract 

The abuse of digital technology to harm other individuals is significantly affecting families, 

academic institutions and our neighborhoods. Although significant research into cyberbullying 

prevention exists, there is considerably less research exploring how attitudes towards 

cyberbullying prevention may be influenced by an individual’s level of confidence in using digital 

devices to access the Internet.  No research exists investigating the relationship between teachers’ 

and mental health professionals’ internet self-efficacy and their attitude towards cyberbullying 

prevention. To address this significant gap, this quantitative dissertation employed the theory of 

planned behavior and self-efficacy theory to examine associations between attitudes towards 

cyberbullying prevention and level of internet self-efficacy, occupation, and gender. Data were 

collected using an online survey of mental health professionals and teachers who resided in the 

state of Minnesota. One hundred thirty-seven participants were digitally recruited from two large 

social media sites and completed the Internet Self-Efficacy Survey (Chuang et al., 2015)  and the 

Attitudes Towards Cyberbully Prevention Survey (Cunningham et al., 2015).  Multiple regression 

analyses revealed mental health providers exhibited a stronger intention to participate in 

cyberbullying prevention (M = 30.07 vs. M = 25.82; β = -.27, t[129] = -3.14, p < .01) and a greater 

level of perceived behavioral control related to cyberbullying prevention (M = 17.01 vs. M = 8.52; 

β = -.67, t[129] = -10.13, p < .001), and teachers were found to have more positive attitudes 

concerning the effectiveness of those prevention efforts (M = 30.15 vs. M = 27.53; β = .23, t[129] 

= 2.59, p < .05).  Women also indicated a higher level of intent to participate in cyberbullying 

prevention programs when compared to men (M = 29.95 vs. M = 25.50; β = .23, t[129] = 2.73, p 

< .01), although there were no gender differences in attitudes surrounding the benefits of 

prevention or perceived behavioral control. Furthermore, internet self-efficacy was a significant 

predictor of attitudes towards the effectiveness of cyberbullying prevention programs (β = .25, 
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t[129] = 2.87, p < .01). These results suggest the need for further investigation of the factors related 

to attitudes towards cyberbullying prevention in adult populations. Recommendations for future 

research are made, including suggestions for longitudinal studies to understand how confidence 

impacts attitudes toward cyber behaviors and cyberbullying prevention over time and suggestions 

for collaborative research initiatives between academic institutions, mental health agencies, law 

enforcement, policy makers and community members.  
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CHAPTER 1. INTRODUCTION 

Cyberbullying is a growing concern among both youth and adults and requires a 

collaborative, community-wide response. This dissertation investigated adult attitudes towards 

cyberbullying prevention in order to understand associations between demographic factors, 

internet self-efficacy, and attitudes concerning cyberbullying prevention among teachers and 

mental health professionals. In this chapter, a synopsis of the background of the problem is 

described along with a statement of the problem. Then, the purpose and significance of the study 

are explored to show the relevance of this research. This is followed by outlining the specific 

research questions that guided the dissertation. Definitions of the terms used in the research are 

listed, and an overview of the research design is provided. Finally, the assumptions and 

limitations that are inherent in this research are discussed to delineate what the study was and 

was not be able to accomplish. This transparency provides an account of the value and scientific 

merit of the paper. 

Background of the Problem 

The invention of cyber space and the proliferation of the digital devices necessary to 

travel the cyber highway has generated substantial change for modern civilized society. Such 

technological advances have altered both the communication and socialization of our current 

culture (Gini, Card, & Pozzoli, 2018; Pieschl, Kuhlmann, & Prosch, 2015). Yet, within this 

advanced technological sphere where instantaneous global communication is accessible, 

abounding opportunities for cyber transgression and victimization have resulted in a 

worldwide pandemic (Lei, 2009). The use of digital technology to harm others is significantly 

affecting the families, academic institutions, and professional communities that are responsible 

for guiding younger generations of digital device users (Tokunga, 2010).  
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While increased awareness of cyber victimization and other cyber issues has led to 

some state and federal interventions, these regulations do not address who is ultimately 

responsible for preventive legal statutes and the subsequent enforcement for cyber 

transgressions.  Previous research has indicated that adults do desire legal mandates to protect 

both children and adults from cyber dangers (Ballantyne, Duncalf, & Daly, 2010; Gilroy, 

2013; Prensky, 2012). Yet, these same adults lack general knowledge about the cyber safety 

and ethics that they want legal protection from (Nguyen, 2011). Both educationalists and 

parents have indicated they lack appropriate knowledge to discuss digital literacy, cyber safety, 

and cyber ethics with both adolescents and teenagers. Thus, they have deferred cyber 

education to teachers, school officials, and community advocates who themselves may or may 

not be equipped to educate about netiquette and cyberbullying prevention (Englander, 2012; 

Villano, 2008). Conversely, educators and community advocates often believe cyber education 

should be left up to primary care providers and family institutions, since cyber transgressions 

are often perpetrated outside of school (Brenner, 2012; Nguyen, 2011).  Furthermore, when 

cyber transgressions happen with high frequency, the mental health community is assumed to 

intervene with professionally appropriate behavioral solutions at both the individual and 

community level (Barnes, 2005; Lei, 2009). 

The Internet is transforming collective youth culture by manipulating the establishment 

of relationships and communication patterns (Whitlock, Powers, & Eckenrode, 2010). Clear 

guidance on how to implement both culturally sensitive cyber behaviors while maintaining legal 

pragmatism appears neglected in much of cyber education (Christakis & Moreno, 2009). 

Children are not born with an inherent understanding of cyber ethics. Consequently, adults must 

model appropriate technology use and social interactions in the cyber space. The populace 

demands adults to be role-models for youth and young adults, both on and offline (Baumrind, 
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2005). Nevertheless, primary care providers, educators, and mental health professionals vary in 

their familiarity and tolerance of digital technology along with how to contribute to the cyber 

world in both a safe and responsible manner. This presents difficulties in properly modeling 

appropriate cyber safety.  

No current empirical studies have examined the potential for triad collaborations between 

families, schools and communities to address and prevent cyberbullying. However, evidence 

points to the importance of considering adult stakeholders’ internet self-efficacy and attitudes 

toward cyberbullying prevention programs. Akbulut and Cuhadar (2011) reveal that nurturing 

cyber understanding through collaborative dialogue can be fundamental in educating all 

generations of Internet users. Additionally, digital device integration must triangulate social, 

cultural, and technological relevance when communicating via the Internet. A progressive 

triangulation between families, schools, and the mental health community is imperative for 

cyberbullying prevention programs to be most effective. 

Within the collaboration of families, schools, and professionals, each entity may develop 

acculturation of digital device integration while simultaneously improving their sense of internet 

self-efficacy. Communicating and performing in cyber space seem to require the integration of 

social, cultural, and technical knowledge that need to be obtained from internet-educated and 

digitally wise individuals.  In tandem, digitally wise adults and teenagers must articulate a cyber 

destination, yet not lose sight of their journey along the cyber highway.  Adults must be able to 

model self-confidence in their netiquette both personally and professionally.  Prensky (2012) 

eloquently describes this necessary collaboration as digital wisdom, a unifying pursuit that 

blends generational boundaries for all to become skillfully protected, and thus, digitally wiser.  

This research will explore the relationship between internet self-efficacy and attitudes about 
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cyberbullying prevention among teachers and mental health professionals--two important adult 

stakeholder groups in collaborative and community-wide efforts to prevent cyberbullying. 

Statement of the Problem 

Most cyber aggressive behaviors occur within the comfort of individuals’ homes (Mesch, 

2009). Consequently, it is within the home and community settings that the pivotal point of 

interception and change for cyber aggression resides. Yet there remains a lack of understanding 

or skills necessary to deal with cyber aggression among adults in family, education, and mental 

health roles, allowing for an escalation of cyber aggressive behaviors (Mark, 2009). To date, 

there has not been any research to determine if adults are successfully developing proactive 

attitudes towards cyberbullying prevention within their own communities, or to explore the 

factors associated with these attitudes.  There is a serious need for families, schools, and mental 

health professionals to collaboratively implement mutual solutions that integrate positive cyber 

behaviors into both the family and the community. 

Purpose of the Study 

There has been significant scholarly research recognizing that youth and young adults 

routinely use digital networking technology as the foundation for their communication and 

everyday livelihood (Navarro & Jasinski, 2012; Paullet & Pinchot, 2014; Roldan, 2013; Sahin, 

Sara, & Safak, 2010; Tokunga, 2010). Similarly, it is established that adults are tasked with 

nurturing and educating younger generations while simultaneously being consistent role models 

of appropriate netiquette and beneficial cyber behaviors. (Hinduja & Patchin, 2010). However, 

much of this previous research viewed cyber transgressions as individualistic digital responses 

(Stauffer, 2011). If community stakeholders assess cyber transgressions as individually 

distinctive rather than a community epidemic, or one worthy of social mediation, cyberbullying 

interventions or preventions are less likely to achieve positive results (Paullet & Pinchot, 2014). 
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For this reason, evaluating the attitudes and perceptions of community stakeholders (e.g., 

teachers and mental health professionals) is timely and essential. 

The purpose of this study is to quantify the internet self-efficacy of teachers and mental 

health professionals and their attitudes towards cyberbullying prevention programs. 

Understanding how adult internet self-efficacy influences one’s attitude towards cyberbullying 

prevention will begin to fill the gap in the knowledge of how best to intervene to prevent cyber 

transgressions. 

Significance of the Study 

As the world has advanced and globalization has become more widespread, the ability to 

be a responsible citizen is not limited to only the local community, state, or country of nationality 

or residency. Citizenship now encompasses the entire world through access to the Internet. 

Therefore, the act of being a citizen requires certain mutually agreed behaviors that benefit the 

community and society (Stoeckl, 2016). Yet learning to be a responsible member of a globalized 

cyber world begins at the elementary level of family and community.  As the world becomes 

more digitally connected as a result of technology development, so must our digital citizenship to 

ensure all citizens grasp what it means to be a citizen, not only in the physical world but also in 

the digital world. Snelling (2016) cautions that responsible netiquette is essential for personal, 

educational, and professional reasons.  

Collaboration between families, schools and the mental health community is a necessary 

step in cyber ethics education. However, many parents, educators, and community leaders 

maintain disagreement as to how to handle cyber transgressions (Shariff, 2008). Moreover, 

research has concluded that adults have limited cyber knowledge when mediating cyber 

aggressive behaviors (Collier, 2012; Nguyen, 2011).  

        This study may hold particularly high value for specific stakeholders within the state of 
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Minnesota. These include: (a) adults and parents who frequently engage in digital device usage 

and access the Internet, (b) academic administrators, professors and teachers who are tasked with 

educating our youth and young adults, and (c) mental health professionals who are vested in 

ongoing work to fully understand this phenomenon and best prevention and intervention 

practices. It is hoped that the findings of this study can support the development of community 

and family outreach programs to help improve both youth and adult self-efficacy in cyber 

intervention and prevention. 

Adults 

Adults are a newer population of interest in cyberbullying research. Prior to the last 

decade, research showed the frequency of adult cyberbullying victimization was most often 

lower when compared to adolescent cyberbullying victimization (Ballantyne et al., 2010; Law, 

Shapka, Hymel, Olson, & Waterhouse, 2012). Yet research within the past decade indicates that 

adults are both victims of cyber aggression and perpetrators of aggressive cyber behaviors at 

alarming rates (Balakrishnan, 2015; Crosslin & Golman, 2014; Cuervo, Martinez, Quintano, & 

Amezaga, 2014; Dahlen, Czar, Prather, & Dyess, 2013; Kowalski & Giumetti, 2014; Kowalski 

& Limber, 2013). Consequently, adults must understand how to implement preventative 

measures against cyber aggression (Chisholm, 2014). Many young adults are potential victims of 

cyber harassment and cyberbullying due to being unacquainted with the complexities of social 

media sites such as Facebook or Twitter and the need for profile protection when utilizing such 

sites (Jones, Mitchell, & Finkelhor, 2013; Naruskov, Luik, Nocentini, & Menesini, 2012). Adults 

have been shown to be unaware of the permanency of digital material or the ease of copying 

material placed on the Internet, often without realization or authorization (Paullet & Pinchot, 

2014; Pyzalski, 2012). Better understanding of where adults’ cyber self-efficacy is lacking, and 

whether this is associated with attitudes concerning cyberbullying prevention, can inform the 
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development of programs to educate adult community members about cyberbullying and 

empower them to model positive cyber behavior for youth.  

Teachers, Professors and Academic Administrators 

Results of this study can be of value to both educators on the front line of teaching and 

professionals who work in administrative roles. Working in tandem, teachers and academic 

administrators must work with awareness of how current student ideology influences young adult 

behaviors (Akbulut & Eristi, 2011; Ballantyne et al., 2010; Chisholm, 2014). If academic 

institutions make clear that cyber aggression will not be tolerated, students are more likely to 

adopt similar attitudes and behaviors (Brock, Oikonomidoy, Wulfing, Pennington, & Obenchain, 

2014; Paullet & Pinchot, 2014; Rivituso, 2014).  Results achieved from this study can help 

inform the development of new cyber policies and procedures. Furthermore, this research may 

benefit the creation of prevention and intervention efforts for both students and teachers who 

participate in digital device usage.   

Mental Health Professionals 

The information derived from this study can help mental health professionals and the 

mental health community at large advance their comprehension of adult cyberbullying and its 

impact on families. One of the benefits of empirical research, particularly in newer topics, is 

identifying relevance and demonstrating to others in the field that this subject is worthy of 

further exploration (Creswell, 2014; Larson-Hall & Plonsky, 2015; Shaw, 2012). How internet 

self-efficacy of teachers and mental health professionals may influence attitudes towards 

cyberbullying prevention programs has not previously been explored; this dissertation serves as a 

small glimpse into an evolving issue, offering future opportunities for beneficial research. 
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Research Questions 

 In order to advance understanding about attitudes towards cyberbullying prevention 

in adults, this dissertation set out to answer the following nine research questions: 

RQ1. Does level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort predict belief in the benefits of cyberbullying 

prevention programs? 

RQ2. What is the unique ability of level of internet self-efficacy, occupation 

(teacher vs. mental health professional), gender, and age cohort to predict belief in the 

benefits of cyberbullying prevention programs? 

RQ3. Among level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort, which variable or combination of variables 

predicts belief in the benefits of cyberbullying prevention programs?  

RQ4. Does level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort predict intention/willingness to participate in 

cyberbullying prevention programs? 

RQ5. What is the unique ability of level of internet self-efficacy, occupation 

(teacher vs. mental health professional), gender, and age cohort to predict 

intention/willingness to participate in cyberbullying prevention programs? 

RQ6. Among level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort, which variable or combination of variables 

predicts intention/willingness to participate in cyberbullying prevention programs? 

RQ7. Does level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort predict perceived behavioral control to participate 

in cyberbullying prevention programs? 
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RQ8: What is the unique ability of level of internet self-efficacy, occupation (teacher 

vs. mental health professional), gender, and age cohort to predict perceived behavioral 

control to participate in cyberbullying prevention programs? 

RQ9.   Among level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort, which variable or combination of variables predicts 

perceived behavioral control to participate in cyberbullying prevention programs? 

Definition of Terms 

 The following terms are used throughout the dissertation. For the purposes of this 

research, their definitions are as follows:  

Attitude.  An “individual’s positive or negative perceptions of performing the behavior” 

(Foltz, Newkirk, & Schwagger, 2016, p. 5). Attitude is the negative or positive assessment of 

performing a particular behavior (Alam & Sayuti, 2011). 

Attitude toward a behavior.  The “degree to which a person has a favorable or 

unfavorable evaluation or appraisal of the behavior in question” (Ajzen, 1991, p. 188). 

Cyber aggression.   “The use of newer communication technologies such as social 

networking websites (e.g., Facebook), and text messaging to facilitate repeated harassing 

behavior by an individual or group with the intention of harming others” (Melander, 2010, p. 

264).  

Cyberbullying.  The behaviors including utilizing the Internet or other digital 

technologies to “intentionally harm or harass others” (Agatston, Kowalski, & Limber, 2007). 

Internet self-efficacy.  An “individual’s perception of his or her ability to use a computer 

in the accomplishment of a job task” (Compeau & Higgins, 1995, p. 193). 

Netiquette.  “Network etiquette,”  the unofficial rules of accepted, proper online social 

conduct (Hinduja & Patchin, 2012; Miller & Hufstedler, 2009). 
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Perceived behavioral control.  The degree to which a particular behavior is perceived to 

be under the volitional control of an individual (White, Terry, Troup, Rempel, & Norman, 2010).  

Self-efficacy.   “Judgments of how well one can execute courses of action required to 

deal with prospective situations” (Ajzen, 1991, p. 188). 

Social norm.  The social pressure felt about acting out, or not acting out, a behavior 

(Ajzen, 1991). 

Research Design 

This research design used a nonexperimental analysis involving multiple linear regression 

and Pearson’s correlations. This research supports a nonexperimental design because there is no 

manipulation of an independent variable and the research questions did not mandate a cause and 

effect investigation (Creswell, 2014). The design allowed for the collection of quantitative data 

on all the variables without influencing the behavior of the participants. The participants were 

able to provide insightful data on their attitudes towards cyberbullying and their own confidence 

in digital device usage.  

Data were collected via an online survey targeting teachers and mental health 

professionals who use the social media sites Facebook and LinkedIn. Online survey research has 

been found to be most advantageous when pursuing a precise sample, within an exact population, 

both of sizable proportions and each participant must have reliable Internet access (McLeod & 

Henderson, 2005). 

The predictor variables in this study were (a) internet self-efficacy, as measured by the 

combined score of three subscales (Usage, Sharing, and Communication) of the Internet Self-

Efficacy Survey (Chuang, Lin, & Tsai, 2015); (b) occupation, measured as a binary variable 

of either teacher or mental health professional; (c) gender, measured on a nominal scale of 

female, male, transgender or nonbinary; and (d) generation membership measured on a 
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nominal scale of Baby Boomer (born between 1946-1964), Generation X (born between 1965-

1980) or Millennial (born between 1981-2000). The outcome variable in this study was 

attitudes toward cyberbullying prevention programs as measured by scores on three subscales 

of the Attitudes Toward Cyberbullying Prevention Scale (Cunningham, et al., 2015).  

Assumptions and Limitations 

Assumptions 

As with any research, this research design involved a few assumptions. The first set of 

assumptions were methodological and related to the philosophical perspective that was taken in 

this research. The first assumption was ontological in that the researcher approached the 

research from a positivist standpoint. To be able to comfortably make measurements of human 

dimensions, the researcher assumed that there is a single reality that exists for all people, is 

divisible, and can be practically measured (Yilmaz, 2013). 

From the ontological assumption of positivism, the researcher was able to define the 

epistemological assumptions of the research, which relate to the type of information that can be 

gained by the research. With a positivist orientation, the researcher assumed that there are 

specific variables that can be sought out, measured, verified and analyzed (Janićijević, 2011). 

In this research, the researcher needed to be objective and impartial with respect to the research 

and the participants (Yilmaz, 2013). The researcher needed to take an outsider’s perspective to 

the environment being studied. Within this study, the reality of one’s demographic data, internet 

self-efficacy, and attitude toward cyberbullying prevention programs is in fact separate from this 

researcher and independently measurable (Creswell, 2014). 

The main epistemological tenet of this study methodology was that the variables are 

measurable (e.g., internet self-efficacy scores, Attitude Towards Cyberbullying Prevention 

scores, and demographic data) and attempt to expand on the theory of planned behavior to 
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address the phenomenon of cyberbullying (Moradi, 2010; Parent & Moradi, 2011). Additionally, 

the researcher and the data provided by participants were assumed to be independent of mutual 

influence. The data were collected without any involvement from the researcher as the 

participants completed the survey entirely online and did not have any interaction with the 

researcher. This helped maintain confidentiality and ensured minimal influence from the 

researcher on the participants (Creswell, 2014). 

Due to the sample size and demographic criteria, generalizations are difficult to establish 

from the data results. Although generalizability is an ideal characteristic of well-designed 

quantitative studies, the exploratory nature of this study dictates a focus on discovering possible 

relationships and gaining an initial understanding about the under-researched topic of internet 

self-efficacy as it relates to attitudes towards cyberbullying prevention programs (Creswell, 

2014). For this research, there were not many assumptions that could be made in terms of 

generalizing the results. A sample of the population of interest, teachers and mental health 

professionals, was assumed to represent a larger professional population, and generalizing to this 

larger group was assumed to be appropriate; however, generalizing the results to the general 

public was not considered acceptable. Although there may be an argument that education and 

mental health professionals and the general public are not dissimilar, it was not considered valid 

to infer that the results applied to other groups. 

The causality assumption of this dissertation is straight-forward: the correlational design 

dictated that results were interpreted as indications of relationships between study variables, and 

no cause and effect inferences were determined (Creswell, 2014; Leedy & Ormrod, 2013). By 

nature of the topic, determining cause and effect is challenging and potentially inaccurate. When 

evaluating human behavior or emotional responses, statistical analyses often fail to consider 

additional unmeasured factors that can contribute to a relationship between two or more 
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variables (Toomela, 2010). The purpose of this study was to gain a preliminary understanding 

attitudes towards cyberbullying among teachers and mental health professionals, expand the 

limited research in this area by looking at very specific forms of self-efficacy and behavioral 

attitudes, and inform future research in this area. 

Finally, there were a couple of assumptions regarding the general research that needed to 

be considered. First, the two inventories employed were Likert self-reporting scales. In this type 

of testing, these scales can be considered to produce an interval-ratio level of variable even 

though it is scored from a Likert-type scale (Warner, 2013). Second, although the sampling was 

a convenience form of sampling, it was assumed that the population was represented 

appropriately. Regarding both assumptions, this type of testing has been done many times in the 

studies discussed in the literature review below and should be considered an acceptable practice. 

In effect, all the assumptions made either supported the research or at least did not preclude the 

research from moving forward 

Limitations 

While this dissertation makes an important contribution towards increased understanding 

of the factors that influence adult attitudes towards cyberbullying prevention, the research is not 

without limitations. This study implemented a correlational approach with fixed variables. Due 

to the lack of manipulation of variables in this study, it is understood that causality cannot be 

inferred from the results. Instead, relationships have been explored to guide future studies.  The 

sampling was limited to an online closed group of social media connections within the state of 

Minnesota. Subsequently, convenience sampling may have limited the generalizability of this 

study. Although this current research was standard in its use of inventories to measure 

psychological phenomena, this type of research design relied upon self-reported data via a digital 
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device. It is possible that participants may not have responded accurately to survey questioning, 

which could cause concern about the validity of conclusions. 

Organization of the Remainder of the Study  

Chapter 2 outlines the underlying literature and theoretical framework guiding this study. 

The literature review examines and describes studies that address the two theoretical frameworks 

used in this dissertation: Bandura’s (1997) self-efficacy theory and Ajzen’s (1991) theory of 

planned behavior. The research histories of these two frameworks are presented from their 

origins to contemporary research.  

Chapter 3 explains the research design used in this dissertation. This chapter outlines the 

research questions, and specifically addresses the sampling strategy, the data collection process, 

the measures and instruments, and the statistical analyses used to answer the research questions. 

Also presented are the ethical considerations that were upheld during research.   

Chapter 4 presents the findings of the statistical analyses, including descriptive results.   

These results are organized relative to each research question.  

Chapter 5 provides the discussion and interpretations of the results from Chapter 4. 

The results are summarized and considered in light of previous research and the theoretical 

frameworks guiding the study. The limitations of the study are discussed, and the practical 

implications of the findings are considered.  Based on the findings and limitations, 

recommendations for further research are offered.  
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CHAPTER 2. LITERATURE REVIEW 

Introduction to the Literature Review 

Two theories form the foundation for this research. Grounded in the conceptual 

framework of self-efficacy from Albert Bandura (1977) and the theory of planned behavior 

developed by Ajzen (1991), attitudes towards cyberbullying prevention are explored using a 

theoretical triangle of responsibility between families, academic institutions, and the community. 

Chapter 2 begins with an overview of the literature on these theories. Subsequently, the next 

section defines cyber aggressive behavior and the impact of cyberbullying on adults. Following 

this section is a discussion of the characteristics of individuals who cyberbully and the social, 

psychological, and legal impacts of cyberbullying. The final sections offer a critique of 

cyberbullying prevention programs and the responsibility of computer and social media 

developers, mental health professionals, teachers, community and families in the prevention of 

cyberbullying and deviant cyber behaviors.    

Methods of Searching 

  Multiple keywords were used to search through various databases to locate published 

information on the topic of cyberbullying and cyberbullying prevention programs. The keywords 

used to find relevant and supportive literature included the following: cyberbullying; adult 

cyberbullies; cyber aggression; cyberbullying prevention; cyberbullying interventions; cyber 

aggression; internet self-efficacy.  These keywords and combinations of keywords were inputted 

into the Capella University Library search engine Summon (Capella University, 2019). Summon 

scours multiple databases at once, attempting to find journal articles, books, and other media that 

contain the keywords. Summon also offers valuable filters to help locate high quality, peer 

reviewed, and recently published work. Some of the databases accessed through Summon 
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include EBSCO Host, PsycARTICLES, PsycINFO, Google Scholar, and SAGE Journals Online. 

A final method of searching for relevant literature was in a form of data mining; reference 

sections of located studies were searched for helpful and relevant sources, as well as ideas for 

additional keywords (Liao, Chu, & Hsiao, 2012). Since the topic of adult cyberbullying and 

attitudes towards cyberbullying prevention is a novel subject, data mining was helpful in locating 

the keywords that would produce quality and relevant published work to help support this study. 

Theoretical Orientation for the Study 

This study used two conceptual frameworks to examine adult attitudes toward 

cyberbullying prevention programs. The first conceptual framework is self-efficacy theory 

(Bandura, 1993) and the second framework is Ajzen’s theory of planned behavior (1991). 

Originating from the social cognitive theory (Bandura, 1977), Bandura defines self-efficacy as 

“one’s self judgments of personal capabilities to initiate and successfully perform specified tasks 

at designated levels, expend greater effort, and persevere in the face of adversity” (Bandura, 

1994 p. 71). In other words, self-efficacy is a person’s self-confidence in his or her capability for 

success in a particular life situation. The second framework this study used was Ajzen’s theory 

of planned behavior, which theorized that an individual’s attitude toward a behavior would 

influence his or her intention towards a specific behavior, which in turn influences subsequent 

behaviors (Ajzen, 1987). Both theoretical frameworks will be discussed in detail in the following 

sections. 

 Internet Self-Efficacy 

Understanding that efficacy fluctuates in magnitude depending on one’s motivation for 

desired results (O’Sullivan, Strauser, & Wong, 2012), it can be reasoned that the stronger the 

desire to master a behavior, the longer an individual will persevere in that noted behavior.  Self-

efficacy varies from a low to high sense of efficacy along three dimensions: (a) the magnitude of 
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self-efficacy or the ordering of tasks by level of difficulty, (b) the generality of the self-

assessment or the extent to which efficacy expectations about one situation generalize to other 

similar situations, and (c) the strength of the belief in one’s competence and performance, which 

is a probabilistic judgment of how certain the individual is of their ability to perform a specific 

behavior (Bandura, 1986). Bandura (1997) further argued that “people need much more than 

high self-esteem to do well in given pursuits” (p.11) and that individuals actually require self-

efficacy to sustain the efforts required for success. Individuals with low self-efficacy may believe 

that incidents are anxiety-provoking whereas individuals with high self-efficacy are confident in 

their ability to adapt to stress, face challenges and succeed (Bandura, 1997). 

Bandura (1977) described expectations of consequences as a person’s appraisal that a 

“given behavior will lead to certain outcomes” (p. 193). Understanding an individual’s 

expectations of consequences is crucial to behavioral predictability. When an individual believes 

they have the ability to perform the necessary actions, it also impacts their ability to initiate 

action and increase their coping behavior (Bandura, 1977). People have the tendency to avoid 

situations that exceed their coping skills or put them in what they perceive to be a threatening 

environment. Bandura (1997) theorizes that people will act with confidence and involve 

themselves in a situation when they feel prepared to handle the situation even though they might 

find it threatening or intimidating.  

Other studies support the argument that self-efficacy aids in stress regulation, increases 

academic performance, and results in higher self-esteem (Bandura, 1997). Maintaining an 

efficacious attitude toward behaviors improves cognitive functioning, reduces personal stress, 

and lowers susceptibility to depression (Bandura, 1986).  Importantly, there is a distinction 

between self-efficacy beliefs and realistic capacities to engage in a capable action. However, 
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studies support the link between self-efficacy beliefs as an enablement factor that results in 

actual performance and achievement in various domains of functioning (Bandura, 1997).  

Bandura suggests successful behavior in most individualistic endeavors is highly 

dependent on the person’s belief they can be successful in that behavior, or how well they “can 

execute course of action required to deal with prospective situation” (Bandura, 1982, p. 122).  

The willingness to engage in a task and persevere is heavily influenced by the individual’s belief 

that the situation can be successfully navigated until the task is achieved. Individuals who 

perceive themselves as highly efficacious in a given area of activity will be more likely to begin, 

persist in and finish a task related to that area.  Bandura’s focus on self-efficacy provides a useful 

framework when considering digital technology and the use of the Internet.  Individuals who 

perceive themselves as lacking abilities to control their Internet-related behaviors or 

consequences (e.g., being misinterpreted in communication, lacking skill in sharing information, 

feeling unable to properly use a digital device) might be less willing to use the Internet, 

especially for complex tasks. Bandura (1997) suggested that self-efficacy impacts our selection 

of activity – we do not choose to engage in activities if we believe they will end up in failure; an 

idea that might be especially resonant on the Internet, which can be a place of substantial 

information and immense possibility (Levinson, 1999). 

In the context of the Internet as a diverse source of information, the concept of internet 

self-efficacy was coined by Tsai, Chuang, Liang and Tsai in 2011 and was defined as an 

“individual’s self-confidence in utilizing a digital device which has access to the Internet” ( p. 

124).  The Internet environment involves not only behavioral interaction and use of computers, 

but also extensive relational interaction.   The Internet creates a platform for human behaviors, 

which appear different from some behaviors completed without digital devices. A critical 

component of Internet activity is an individual’s ability to successfully navigate this new, 
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constantly expanding information landscape (Glassman & Kang, 2012). Compeau and Higgins 

(1995) maintain that individuals with significantly elevated internet self-efficacy will self-

distinguish as more proficient at difficult task completion than individuals with lower levels of 

self-efficacy. Eastin and LaRose (2000) conclude that one’s Internet proficiency and 

expectations of consequences are positively correlated to internet self-efficacy and that Internet 

stress and self-disparagement are negatively correlated to internet self-efficacy. Thus, internet 

self-efficacy appears to be an attitudinal predictor of Internet behaviors.   

To summarize, the stronger a person’s perceived self-efficacy, the more likely they are to 

intervene if they have the capabilities (Bandura, 1977). Banas (2014) reported that self-efficacy 

is consistently a common factor in the literature related to a professional’s ability to deal with 

cyberbullying. This research suggests that internet self-efficacy is a direct and indirect factor in 

using, sharing and communicating digital information via the cyber highway. For mental health 

professionals and teachers, this indicates that with a low level of internet self-efficacy, the 

phenomena of cyberbullying could be perceived as threatening or intimidating. Thus, teachers 

and mental health providers with low levels of internet self-efficacy may perceive the prevention 

and intervention of cyberbullying to be outside their ability. 

 Theory of Planned Behavior  

The second conceptual framework is the theory of planned behavior (Ajzen, 1991). 

Ajzen’s work investigates individuals’ behavioral intentions.  Intentions secure the motivational 

dynamics that inspire individual behaviors. In other words, intentions provide indications of 

human dedication and effort one will exercise to perform a noted behavior (Ajzen, 1991). Thus, 

intentions can be deemed as beliefs toward behaviors. Understanding the psychological 

foundations of engaging in Internet and digital device use is essential to building an evidence-

based body of knowledge about attitudes towards prevention of cyber aggressive behaviors. 
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Realizing it is difficult to predict actual behavior, Fishbein and Ajzen (2010) instead sought to 

predict behavioral intention, what a person plans to do, as it is a strong predictor of actual 

behavior.  The theory of planned behavior focuses on three constructs: attitude, subjective norm, 

and perceived behavioral control (Ajzen, 1991). These three constructs offer a framework for 

understanding the likelihood that an individual will finish a task.  The primary indicators of 

behavioral intentions are the positive and negative attitudes that result from previous experience 

(Ajzen, 2015). In the context of this dissertation, the adult’s attitudes regarding cyberbullying 

could relate to their prior experience with cyber aggression and their personal belief system 

related to the Internet.  

First, attitudes are central in predicting behavior. Attitudes are the positive or negative 

feelings an individual has toward an object, behavior, or person (Fishbein & Ajzen, 1975). The 

Theory of Planned Behavior aims to identify specific attitudes toward specific behaviors. 

Extensive research on attitudes has concluded that the more specific an attitude and the more 

specific its target (the behavior) the more predictive utility that attitude holds (O’Keefe, 1990).  

The approval of significant others in one’s life has an important role in predicting 

behavioral intention. Behavioral intention is not singularly about a person’s beliefs and 

attitudes, but their own evaluation of how their personal networks will react to specific 

behaviors (Fishbein & Ajzen, 1975; Paek, Oh, & Hove, 2012). For mental health professionals 

and teachers, this could potentially relate to colleagues, superiors or mentors, community 

representatives, clients or students.  Motivation for academic professionals has been linked to 

the need to be well perceived by their peers with a special emphasis on administrators 

(Smarkola, 2008). 

The theory of planned behavior argues perceived behavioral control also predicts 

behavioral intention and, therefore, actual behavior (Fishbein & Ajzen, 1975). Perceived 
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behavioral control is a person’s confidence that they have the agency to complete a specific task 

or activity (Ajzen, 1991). The more behavioral control a person perceives, the stronger their 

intent is to engage in a particular behavior. Ajzen (1991) states that locus of control is different 

from perceived behavioral control in that locus of control remains stable across situations 

because the outcome is determined by one’s own behavior. Perceived behavioral control, on the 

other hand, varies across situations and actions depending on the perceived control one has over 

the situation. Behavioral control is comprised of both internal and external factors (Ajzen, 1991). 

Internal factors include intelligence, skills, and confidence while external factors include 

resources and other circumstances that may prevent or allow completion of a behavior. For 

mental health professionals and teachers, this can manifest in wanting to perform a behavior, but 

the perception that they have no control over the situation may or may not prohibit them from 

executing a behavior. 

Perceived behavioral control is similar to Bandura’s (1982) self-efficacy construct, in 

particular its internal element (Ajzen, 1991; Kraft, Rise, Sutton, & Roysamb, 2005; Taylor & 

Todd, 1995). In fact, some researchers (Povey, Conner, Sparks, James, & Shepherd, 2000) have 

argued that the concepts are so similar that self-efficacy can be used as a proxy for behavioral 

control. Others (Armitage, Conner, Loach, & Willetts, 1999; Terry & O’Leary, 1995), however, 

have suggested self-efficacy should be added to the theory of Planned Behavior as a predictor of 

both behavioral intention and genuine behavior.  

In review, the theory of planned behavior (Ajzen, 1991) posits that people’s intention to 

perform a certain behavior is the best predictor of their actual behavior. The behavioral intention, 

in turn, is determined by three confidence-based concepts. An attitude is a person’s global 

affective evaluation of a behavior. The subjective norm is one’s intention or willingness to 

engage in the behavior. Perceived behavioral control is defined as the perceived ease or difficulty 
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of performing the behavior. Commonly, the more favorable attitude and subjective norm with 

respect to a behavior, and the greater the perceived behavioral control, the stronger should be an 

individual’s intention to perform the behavior under consideration. 

For the purposes of this dissertation, Ajzen’s theory of planned behavior (1985) and 

Bandura’s theory of self-efficacy (1977) are used to explore how the presence of internet self-

efficacy and demographic variables may predict attitudinal antecedents that contribute to 

cyberbullying prevention.  Furthermore, the theories are used to understand and develop 

recommended actions, strategies, and use of resources in creating and improving community and 

statewide cyberbullying prevention programs.  

Review of the Literature 

With a review of the theoretical foundation of this dissertation complete, the next section 

will focus on the phenomenon of cyberbullying through the lens of adult consumers. The next 

section will define cyber aggressive behavior and the impact of cyberbullying on adults. Next is 

a discussion of the characteristics of individuals who cyberbully and the social, psychological, 

and legal impacts of cyberbullying. The final section offers a critique of cyberbullying 

prevention programs and the responsibility of computer and social media developers, mental 

health professionals, teachers, community members, and families play in the prevention of 

cyberbullying.    

The related literature regarding cyberbullying is extensive. This section is divided into 15 

subsections: (a) proliferation of digital devices and Internet use, (b) defining cyberbullying, (c) 

cyberbullying and adults, (d) growing Internet use and cyberbullying, (e) characteristics of those 

who cyberbully, (f) cyberbullying and gender, (g) the anonymity factor, (h) the social and 

psychological impact of cyberbullying, (i) the legal context of cyberbullying, (j) cyberbullying 

prevention programs, (k) cyberbullying prevention through online platforms, (l) the mental 
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health professional’s role in cyberbullying prevention, (m) the educator’s role in cyberbullying 

prevention, (n) the community’s role in cyberbullying prevention, and (o) the family’s role in 

cyberbullying prevention. 

Proliferation of Digital Devices and Internet Use  

Computers, laptops, and digital devices are pervasive in the United States and much of 

the world and are likely to become more socially relevant in the next decade as their use grows 

among young people (Harris, 2011; Lenhart & Madden, 2007; Waasdorp & Bradshaw, 2015). 

Eighty nine percent of adults in the US own a cellular telephone, three quarters of smart-phone 

users (73%) send and receive text messages, and 42% of cellular telephone subscribers have a 

“smartphone” with access to the Internet (CTIA, 2011; Davies, 2012; Smith, 2011). Smartphone 

adoption is only estimated to increase (Davies, 2012).  

Similarly, personal computer and Internet use are also common. There is at least one 

computer per US resident, with 77% of American households reporting to own a computer in 

2010 (U.S. Economics and Statistics Administration, 2011)  Internet use is even higher. Seventy-

eight percent of American adults reported they used the with the average American spending 35 

hours on the Internet each month (Zickhur, 2014).  

Individuals in the US use technology, including the Internet, for a variety of different 

functions: searching for information, watching media, using email, shopping and banking, and 

contributing to their own web content through blogs, other content sites, and social networking 

(Brown & Bagley, 2012). Social networking websites (SNSs) such as Facebook, LinkedIn and 

Twitter, are by far the “fastest developing personal networking tool” and have become the largest 

sites on the Internet today. One study found that SNSs accounted for over 22% of all time spent 

online (Brown & Bagley, 2012; Lin & Lu, 2011; Sauerbier, 2012). In 2011, estimates were that 

between 59% and 75% of Internet users used at least one SNS, with Facebook by far the most 
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common (92% of SNS users) (Hampton, Goulet, Rainie, & Purcell, 2011; Social Networking 

Fact Sheet, 2014). Just as with the Internet in general, SNS use was found to be higher among 

young people, with 83% of Internet users between the ages of 18 and 29 and 70% of Internet 

users between 30 and 49 years old maintaining a social media profile online (Madden & Zickhur, 

2010). 

Defining Cyberbullying. 

 Interest in the examination of bullying began in Sweden in the 1960s and 1970s and was 

referred to as mobbing. Leymann, often considered a pioneer in research regarding bullying, was 

responsible for empirical studies in the 1980s involving groups of people who banded together to 

instigate change via methods of coercion or shaming (Leymann, 1996).  Mobbing became better 

known as peer harassment and eventually came to be referred to as bullying, especially in the 

United States (Duffy, 2009; Leymann  & Gustafsson, 1996)  Olweus (2013) offered a specific 

definition of bullying, which stated that a victim must be subjected to repeated negative actions 

over a period of time at the hands of one or more people. Further, there must exist an imbalance 

of power, causing the victim negative consequences, often also including a loss of personal 

power. With the evolution of technology and everyday access to the Internet, traditional bullying 

acts have also evolved into cyberbullying. 

Through the lens of cyberbullying, Olweus’s (1988) traditional definition of bullying no 

longer holds steadfast (Kiriakidis & Kavoura, 2010; Menesini, Nocentini, & Calussi, 2011). 

Unlike traditional bullying, those required indicators do not always present themselves during 

acts of cyberbullying. There is a lack of consensus among researchers regarding what behaviors 

should constitute as cyberbullying. Agatston et al. (2007) note that cyberbullying is understood 

as utilizing the Internet or other digital technologies to “intentionally harm or harass others” (p. 

560). But Menesini et al. (2011) suggested that not only does consensus need be reached on a 
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cross-cultural definition of cyberbullying, but anonymity and the public versus private arena 

should also be considered when defining cyberbullying. 

For the purpose of this dissertation, cyberbullying will be used to denote any act of cyber 

aggression to pursue, pester, inflict fear, terror, embarrassment, or humiliation upon victims, by 

using any of the following forms of electronic communication: (a) E-mail, (b) blogs, (c) chat 

rooms, (d) bulletin boards, (e) instant messaging, (f) text messaging, or (g) online social 

networking. 

Cyberbullying and adults. Much of the cyberbullying research has focused on primary- 

and secondary-level students. Yet, studies have shown that cyberbullying is as prevalent in adults 

as it is in school-age children. In a study consisting of over 1,000 college students, a majority 

(60%) of participants revealed they were involved in some capacity with cyberbullying. Of these 

participants, 45.7% were bystanders, 5.7% were victims, 4.9% were both the bully and victim, 

and 4.5% were bullies (Cunningham et al., 2015). When compared to the general public, 

cyberbullying results did not differ. Among American adults, studies revealed that online 

harassment has increased. Using nationally representative data from the Pew Research Center’s 

American Trends Panel, Duggan (2017) found that 35% of American adults revealed experiences 

of online harassment in 2014, whereas in 2017, 41% of American adults experienced online 

harassment. While all age groups experienced online harassment, it was more prevalent among 

younger American adults. In 2017, of Americans aged 18–29, 67% had experienced online 

harassment; of those aged 30–49, 49% had experienced online harassment, and from ages 50 and 

older, 22% of Americans had experienced online harassment. For adults who experience severe 

forms of online harassment, their physical appearance is most likely to be the subject of their 

bullying. 
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Growing Internet Use and Cyberbullying  

The ever-growing list of methods that are used as tools of cyberbullying continues to 

change on an almost daily basis. These tools include but are not limited to mobile phone calls, 

text messages, picture/video clips, emails, chatrooms, instant messages, cell phone applications, 

and websites (Slonje, Smith, & Frisen, 2013). Cyberbullying is considered a unique phenomenon 

due to several specific nuances that are associated with the behavior. Some of those nuances 

include the inordinate amount of time that people spend online, the anonymous nature of the 

Internet itself, and the perceived lack of consequences for cyberbullying behaviors. (Kowalski & 

Giumetti, 2014). 

Young adults are the most susceptible group to becoming victims or perpetrators of 

cyberbullying (Duggan, 2017). This is related to several factors, including the amount of time 

that these groups spend online and the importance that digital technology plays in their daily 

lives. In 2005, young adults spent an average of two to four hours online each day (Mishna, 

Khoury-Kassabri, Gadalla, & Daciuk, 2012).  As of 2013, just eight years later, that number 

grew to an estimated four to six hours online each day (Livingstone & Smith, 2014).  Another 

study estimated usage to be 17 hours per week for young adults as a conservative estimate 

(Davidson & Stein, 2014). A less conservative estimate from the Center for the Digital Future 

(2010) suggested teens and young adults may spend up to 40 hours per week on the Internet. 

Much of the research concerning cyberbullying among adults focused specifically on 

college students. In 2006, an estimated 84% of college students spent a minimum of one hour per 

day using the Internet (Hargittai, 2007). By 2013, an estimated 95% of college students were 

using the Internet (Livingstone & Smith, 2014).  

Approximately 74% of students reported being mobile users of the Internet (Zickhur, 

2014). This rate was even higher among college-age students; 85% of college-age students self-
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described as somewhere between “super users to mobile addicts” (Jafarzadeh-Kenasari & 

Pourghane, 2017). Today’s youth at the time of this study considered methods of electronic 

communication to be a necessity and a part of their everyday social lives (Kowalski, Giumetti, 

Schroeder, & Lattanner, 2014). Ybarra and Mitchell (2004) found that over 50% of cyberbullies 

considered themselves to be experts in the use of technology and the Internet. This same study 

also indicated that those young adults who rated the Internet as “extremely important” in their 

lives were twice as likely to be involved in bullying behaviors. Interestingly, Walrave and 

Heirman (2011) found that the cyberbullies in their research study used private computers in 

their bedrooms rather than a communal family computer located in a common area of the home.  

Characteristics of Individuals Who Cyberbully 

Due to the prevalence and negative effects of cyberbullying, factors associated with 

cyberbullying have been extensively studied in the hopes of informing prevention and 

intervention efforts. Examinations of associations between cyberbullying behaviors and 

demographic variables including gender, age, and race/ethnicity have produced mixed findings, 

making conclusions very difficult to form. With regard to gender, research has found no 

relationship between gender and cyberbullying perpetration (Hinduja & Patchin, 2007), and there 

is conflicting evidence that both males (Slonje & Smith, 2008) and females (Kowalski & Limber, 

2013) perpetrate more cyberbullying. There is mixed support for whether there are differences 

between racial/ethnic groups, although not all studies of cyberbullying examined racial/ethnic 

group membership as a factor. Those that have examined cyberbullying by race/ethnicity have 

either found that Caucasian individuals perpetuate more cyber aggression (Ybarra & Mitchell, 

2007) or have failed to find any differences (Hinduja & Patchin, 2007). Similarly, while 

traditional bullying research suggests that bullying behavior declines with age, studies have 

found that cyberbullying behaviors are higher among older adolescents (Smith et al., 2008) and 
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younger college students (Gibb & Devereux, 2014; Kraft & Wang, 2010), or have failed to find 

any relationship between age and cyberbullying (Slonje & Smith, 2008). These studies have, for 

the most part, been correlational. Longitudinal studies are needed to further parse out any 

relationship between age and cyberbullying perpetration. 

A few studies have also looked at psychosocial variables as they correlate with and 

predict cyberbullying behavior, both in adolescents and college students. Cross-sectional studies 

have found that increased cyberbullying perpetration is associated with mental health problems 

such as depression, phobic anxiety, suicidal ideation, substance use, and paranoia (Hinduja & 

Patchin, 2008; Kowalski et al., 2014; Schenk & Fremouw, 2012). Increased cyberbullying 

behaviors are also associated with negative emotional states such as anger, hostility, and 

decreased self-esteem (Kowalski et al., 2014; Modecki, Minchin, Harbaugh, Guerra, & Runions, 

2014; Schenk & Fremouw, 2012). Of the psychosocial variables, cyberbullying is most often 

associated with other types of interpersonal aggression. Antisocial behavior, problem behavior, 

and psychopathy have all been positively correlated with cyberbullying perpetration with 

moderate effect sizes overall, and this association has been demonstrated in longitudinal as well 

as cross-sectional studies (Hinduja & Patchin, 2008; Kowalski et al., 2014; Modecki et al., 2014; 

Sticca, Ruggieri, Alsaker, & Perren, 2012). 

Several studies have found an association between cyber and traditional bullying in both 

cross-sectional and longitudinal studies (Hinduja & Patchin, 2008; Juvonen & Gross, 2008; 

Kowalski et al., 2014; Sticca et al., 2012). Additionally, those who perpetrate cyberbullying 

behavior are also more likely to engage in antisocial, illegal and rule-breaking behavior (Hinduja 

& Patchin, 2008; Schenk & Fremouw, 2012; Sticca et al., 2012). Consistent with this finding, 

Hinduja & Patchin (2012) discovered that those who perpetrated cyberbullying were 

approximately four times more likely to report engaging in cyber dating abuse.   
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In survey responses, students who cyberbully indicated they engaged in cyber aggressive 

behavior because they did not like the target of their aggression (14% of cyberbullies), this other 

person upset them (13% of cyberbullies), or because it was fun (7% of cyberbullies). These 

students also attempted to justify their actions because they were either bullied first (10% of 

cyberbullies) or because their friends bullied others (9% of cyberbullies), so they believed such 

actions were acceptable (Cassidy, Jackson, & Brown, 2009). Not surprisingly, research has 

shown that students who had been both a cyberbully and victim of bullying self-reported 

significantly higher rates of aggression than those who were only victims of cyberbullying 

(Dilmac, 2009).   

Cyberbullying and gender. Gender studies related to traditional bullying indicate that 

males are more likely to be involved in both overt and relational aggression and are more likely 

to perpetrate acts of bullying (Storch, Bagner, Geffken, & Baumeister, 2004). In contrast, gender 

differences related to cyberbullying appear to be minimal. Overall, men and women have 

different opinions regarding online activities. Men are more likely to think people take offensive 

content online too seriously and are less likely to see online harassment as a major problem, with 

70% of men and 54% of women reporting this viewpoint (Duggan, 2017).  

However, research has indicated that groups who cyberbully others are more likely to be 

made up of females. Because females often have more close relationships with their peers, they 

often share intimate information of a more sensitive nature. Females also use text messaging and 

email at a higher frequency than their male counterparts, which allows for more opportunity to 

cyberbully (Smith et al., 2008). In a study of students in Spain who participated in cyberbullying, 

47.8% of males and 40.3% of females admitted to participating in at least one act of 

cyberbullying. However, males were found to be more likely to video-record and share digital 
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imageries of physically aggressive attacks or acts of humiliating or sexualized images (Calvete, 

Orue, Estevez, Villardo, & Padilla, 2010).  

Research reveals that at an earlier age, female students are more likely than males to 

cyberbully as well as to report cyberbullying (Barlett & Coyne, 2014). However, the prevalence 

of cyberbullying between genders shifts as students age. Studies find that as students become 

older, males are more likely to be the cyberbullies than females (Kowalski et al., 2014; Law et 

al., 2012; Olweus, 2012). Barlett and Coyne (2014) note that, from a developmental perspective, 

females usually mature earlier than males, thus providing a possible explanation as to why 

females are less likely to be cyberbullies as they get older. 

Although females are more likely to mature and grow out of bullying behavior, young 

females are more likely to be victims of cyberbullying. An analysis of nationally representative 

survey data from the Online Teen Survey of Pew’s Internet American Life Survey revealed that 

female teenagers were more than twice as likely to report online harassment compared to their 

male counterparts (Sengupta & Chaudhuri, 2011). Similar results were found in a 2008 regional 

study of 406 high school students: 18.3% of female students reported being victims of 

cyberbullying compared to 13.2% of male students (Schneider, O’Donnell, Stueve, & Coulter, 

2012). This trend seems to reverse in adulthood. Among American adults, American males have 

been found to experience online harassment more than females (44% vs. 37%). However, this 

same report found females were more likely to say they have been targeted online because of 

their gender. Eleven percent of females felt they were targeted because they were females, 

whereas 5% of males felt they were targeted because they were males (Duggan, 2017). 

The anonymity factor. On the Internet, there is a sense that anyone can be anything, to a 

degree, and that sense of anonymity can have devastating consequences when it comes to 

cyberbullying. On the other side, victims may feel more traumatized by not knowing their 
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attacker’s identity (Bryce & Fraser, 2013, p. 784). Sticca and Perren (2012) examined the 

severity of anonymity as part of their comparison of traditional bullying to cyberbullying and 

found that when cyberbullying was anonymous, it was rated as most serious.   

 Unidentified cyberbullying is quite common. Kowalski and Fedina (2011) stated that 

nearly half of victims of cyberbullying reported that the bullying behavior was anonymous.  

Anonymity is dependent, in part, on the method used to perpetrate cyberbullying. A 2011 study 

by the Center for Disease Control surveyed students who had been victims of cyberbullying. The 

results indicated that 67% of the cyberbullying occurred using instant messenger (IM), 17% used 

text messaging, and 21% used email. IM allows for increased anonymity since the aggressor may 

use a false name, which is more difficult to do using texts or email. The anonymity factor offers 

a shield of protection for bullies, allowing them to perpetrate in ways they might not in person; 

people tend to say things under the cloud of anonymity that they would not say in person (Udris, 

2014). As cyberbullies can conceal their identities, they tend to lose many of their inhibitions. 

With this loss of inhibition and without a “personal” connection to the act of bullying, 

cyberbullies cannot physically see the pain that they may cause while bullying others (Chisholm, 

2014). Deschamps and McNutt (2016) indicated that the lack of nonverbal cues that are provided 

during acts of cyberbullying may make hurtful messages even more impactful than those 

delivered in person. 

A study conducted by Yilmaz (2010) found that school-age and university students 

tended to be more overtly violent online as they hide behind the protection of the anonymity of 

the Internet. Similarly, Pettalia, Levin, and Dickinson (2013) asserted that cyberbullies may feel 

an increase in power compared to traditional bullying due to powerful technology skills and the 

shield of online anonymity. This anonymity may have dire consequences for the victims of 
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cyberbullying. Kowalski et al. (2014) suggested that the anonymity in situations of cyberbullying 

impacts victims tremendously, often making them feel “powerless.” 

The social and psychological impact of cyberbullying.  Cyberbullying is associated 

with negative social and psychological consequences that can be quite harmful for both victims 

and perpetrators. Both cyberbullies and those who have been victimized experience negative 

mental health outcomes, such as emotional distress, depressive symptoms, suicidal ideation and 

suicidal attempts (Bonanno & Hymel, 2013; Cappadocia, Craig, & Pepler,  2013; Hinduja & 

Patchin, 2007, 2010; Modecki et al., 2014; Ybarra & Mitchell, 2007). Moreover, cyberbullying 

has been shown to have such negative effects over and above the effects of traditional bullying, 

sometimes causing even more emotional harm than traditional bullying (Committee Gilroy, 

2013). 

Adults who experience severe online harassment are more likely to experience offline 

consequences such as stress, damage to reputation, problems with friends, family, and romantic 

relationships, problems at work and school, and financial loss (Duggan, 2017). In a study of 

women who experienced cyber harassment from ages 18 to 74 years old (M= 24.61), women 

indicated the following psychological symptoms: shock and disbelief (38.1%); anxiety (34.9%); 

fear for safety (24.6%); feelings of helplessness (21.3%); changes in sleeping or eating patterns 

(20.7%); hypervigilance (18.5%); and nightmares (17%) (Winkelman, Oomen-Early, Walker, 

Chu, & Yick-Flanagan, 2015). Victims of cyberbullying are also often impacted by having 

untrue information posted online and reported that they experience mental and emotional stress 

resulting from this fake information (Duggan, 2017). 

The Legal Context of Cyberbullying  

 As of 2014, 49 U.S. states have cyberbullying laws on the books, which has increased 

significantly from 10 states in early 2013 (Broll & Huey, 2014). Analysis of state bullying laws 
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and policies reveal inconsistencies in state and federal case rulings involving cyberbullying (U.S. 

Department of Education, 2015). Due to the ubiquitous nature of the cyber world, evidence 

collection makes for challenging adjudication of cyberbullying transgressions.  Additionally, the 

ubiquitous nature of cyber transgression also poses challenges in ratifying local, state, and 

federal cyber laws.  

When the Arkansas Cyberbullying Act of 2011 was passed, critics claimed it was 

criminalizing constitutionally protected speech (Rose, 2012). One approach to ensure First 

Amendment rights are not violated with cyberbullying protections is to craft policies that 

differentiate between different forms of cyberbullying. Langos (2014) asserts that not all forms 

of cyberbullying should be criminalized, but that there are some “top-end” or “first tier” forms of 

cyberbullying that should carry criminal charges (pp. 119-120). 

In 2012, the Canadian Federal Government released its national report on cyberbullying 

entitled Cyberbullying Hurts: Respect for Rights in the Digital Age. This report includes six 

recommendations for addressing cyberbullying, including improved cooperation among the 

provinces, a national agreement on the definition of cyberbullying, and education regarding 

human rights and digital citizenship. In 2007, the Canadian province of Ontario introduced Bill 

212, The Progressive Discipline and School Safety Act. This new legislation gave school 

principals the power to implement both gradual discipline and up to a 20-day suspension 

sentence for acts of cyberbullying. Additionally, in 2013, the province of Nova Scotia enacted 

legislation which introduced parental liability, orders of protection, and a special criminal 

division dedicated specifically to the crime of cyberbullying. 

Under the direction of governmental mandates and mounting cultural pressure, academic 

institutions throughout the United States have implemented local and state anti-bullying and anti-

cyberbullying laws. For example, in response to a significant increase in both bullying and 
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cyberbullying- related suicides, the Minnesota state legislature enacted state laws that 

represented legal sanctions for cyber deviance (Cronin, 2014). The statute states as follows: 

“Each school board shall adopt a written policy prohibiting intimidation and bullying of any 

student. The policy shall address intimidation and bullying in all forms, including, but not 

limited to, electronic forms and forms involving Internet use” (Minnesota Statues, 2018)  

 As noted previously, there are no current federal statues governing cyber aggression. 

Current state and local laws provide only a small drop of prevention to an omnipresent social 

problem. Limber and Small (2003) asserted that to have merit, state or federal cyberbullying 

laws need to be written with knowledge of cyber behaviors in their totality, including relevant 

social science research about cyberbullying. In summary, the nature of the Internet and the lack 

of physical boundaries has made establishing and enforcing cyberbullying laws difficult, but 

some steps have been taken in the right direction in the fight against cyberbullying. Ongoing 

research regarding cyberbullying is needed to help inform stronger legislative efforts to prevent 

and address cyberbullying and its negative consequences.  

Cyberbullying Prevention Programs 

Cyberbullying can occur across international borders, in homes, academic institutions and 

businesses, twenty-four hours a day, and seven days a week. Thus, collaboratively inclusive 

programs that bridge these settings are required to begin to reduce cyberbullying incidences 

(Hinduja & Patchin, 2012). In the following sections, this dissertation will examine several 

already developed bullying and cyberbullying prevention programs.  

The Olweus bullying prevention program. The Olweus Bullying Prevention Program 

(OBPP) was developed by Dan Olweus in 1983 when the Norwegian Ministry of Education 

introduced a national anti-bullying movement in response to three adolescent males who 

committed suicide after being bullied by peers (Olweus & Limber, 2010). The goals of the OBPP 
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were to reduce bullying behaviors at school, prevent the development of new bullying behaviors, 

and achieve better peer relationships by restructuring the school environment. The OBPP was 

based on four key requirements for adults in the school system: (a) show warmth and positive 

interest in students, (b) set boundaries against unacceptable behavior, (c) provide consistent, 

nonphysical consequences when rules are broken, and (d) serve as both role models and 

authorities. An evaluation of the program revealed that after 20 months, the rates of being bullied 

reduced by 64% and rates of bullying others reduced by 52.6%. These results were also reflected 

in teacher ratings, and indicated bullying was reduced within the classroom as well (Olweus & 

Limber, 2010). 

The OBPP has since been implemented in the United States. The first evaluation of the 

OBPP in the United States was conducted in the mid-1990s. Elementary and middle schools 

from six rural school districts in South Carolina participated in the study, and the sample 

consisted largely of African American students. The results indicated a 16% decrease in the 

number of students who stated they had bullied others, compared to a 12% increase in bullying 

rates among students in schools who were not in the program. The program was also reported to 

reduce other forms of antisocial behavior among students (Olweus & Limber, 2010). 

Clemson University’s Institute on Family and Neighborhood Life has worked with 

Olweus to disseminate the program throughout the United States. Training courses are held at the 

national, state, and local levels. More than 500 trainers in 42 states have been certified to provide 

trainings (Olweus & Limber, 2010). The training program consists of a 2-day course and at least 

one full school year (approximately nine months) of ongoing telephone consultations, with 18 to 

24 months of consultation preferred. This training costs several thousand dollars for each school 

site (Clemson University, 2018). As of 2016, more than 600 educators had been trained and 

certified in the OBPP (Hazelden Foundation, 2016).  
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Overall, the OBPP appears to have promising results in the United States; however, the 

implementation of the program within schools can be expensive and time consuming for teachers 

and administrators. Therefore, given budgetary and other limitations, more affordable programs 

are needed to fill the gaps. 

The kiVa program. The KiVa program was developed in 2006 after the Finnish 

Ministry of Education and Culture recruited researchers at University of Turku to develop a 

bullying prevention program that could be implemented in schools throughout the county. KiVa 

is an acronym for Kiusaamista Vastaan, which means “against bullying,” and the word kiva is a 

Finnish adjective that means “nice.” The KiVa program focuses on comprehensive school 

systems that provide education to students ages 7 to 15 years old (Grades 1 through 9 in the 

Finnish system). The first phase of the project took place between 2006 and 2009 and included 

program development, training school personnel, and a large-scale evaluation study. The 

program was then implemented on a larger scale in 2009, with 82% of schools in Finland 

implementing the program (Salmivalli, Kärnä, & Poskiparta, 2011). 

According to the developers of the KiVa program, the key to successful and sustainable 

cyberbullying intervention is influencing peer bystanders. The KiVa program was based on the 

idea that all bullying is a group phenomenon-- there is long-standing research to support that 

bullying behaviors are either positively or negatively affected by others in a group depending on 

whether the group encourages or discourages the bullying (Salmivalli, 2014; Salmivalli et al., 

2011). Salmivalli et al. (2011) postulate that rather than siding with the victim, bystanders tend to 

encourage bullies by providing them with social rewards. Although most children and 

adolescents believe bullying is wrong, this attitude is rarely expressed in public, particularly in 

the moment when bullying is occurring. For people who are cyberbullied, the most painful 

experience may not be the one or two active cyberbullies, but the perception that a larger group 
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is part of the cyberbullying behavior. Research has indicated cyberbullying occurs more 

frequently when more people reinforce the cyberbullying behavior and bystanders do not side 

with the victims (Salmivalli et al., 2011). Therefore, the main component of the program focuses 

on bystander behavior as a way to combat bullying in the home, school or community. To date, 

no formal evaluation of the KiVa program has been published. Consequently, the effectiveness 

of this program remains unclear.  

Steps to respect program. The Steps to Respect (STR) program is based on the social-

ecological model of bullying, “which views youth behavior as shaped by multiple factors within 

nested contextual systems” (Brown, Low, Smith, & Haggerty, 2011, p. 425). The underlying 

theory behind the STR program is that peers are crucial in sustaining and preventing all bullying 

behavior (Brown, et al., 2011). The program was designed to amend young adult attitudes about 

all bullying behaviors by “clearly labeling all types bullying behavior as unfair and wrong, 

increasing empathy for individuals who are bullied, and educating people about their 

responsibilities as bystanders to bullying” (Brown et al., 2011, p. 425). The program was 

originally designed to be implemented over three consecutive years. Evaluations of previous 

STR programs indicate students who participated in the program demonstrated less acceptance of 

bullying and a greater responsibility among bystanders (Brown et al., 2011; Frey, Hirschstein, 

Edstrom, & Snell, 2009).  

Effectiveness of anti-bullying programs. While the effectiveness of anti-bullying 

programs varies widely, there are several conclusions that can be made about elements 

contributing to overall program success. Time, effort, and enthusiasm all play an important part 

in program outcomes. The longer the program run time (Smith & Ananiadou, 2003; Ttofi & 

Farrington, 2011), the greater the number of interventions used (Vreeman & Carroll, 2007), and 
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the greater the investment and buy-in of teachers and school staff (Eslea & Smith, 1998; 

Rosenbluth, Whitaker, Sanchez, & Valle, 2004), the more effective the program is likely to be. 

Initially, a robust antibullying program can actually result in increased reports of 

victimization (Merrell, Isava, Gueldner, & Ross, 2008; Rigby, 2004; Smith & Ananiadou, 2003). 

This trend should stabilize the longer a program is in use. There also appears to be a stronger 

positive effect of antibullying programs on younger children (Smith & Ananiadou, 2003; Rigby, 

2004), with secondary school students showing a decrease in effectiveness of the same 

interventions over time (Rigby, 2004). A longer running antibullying program has the potential 

to reach more youth, adults and communities and allow time for results to stabilize, yielding 

more successful prevention. A greater number of interventions also tends to produce better 

results. However, not all interventions are created equal. Some that have been shown to be 

effective include the use of mentors and social workers or mental health professionals to provide 

individualized support (Vreeman & Carroll, 2007), and strategies designed to increase 

community involvement through trainings and meetings (Barboza et al., 2009; Stevens, 

VanOost, & Bourdeaudhuij, 2004; Ttofi & Farrington, 2011).  

Cyberbullying Prevention Through Online Platforms  

Studies have shown that individuals who access the Internet more frequently are more 

likely to be a cyberbully or be a victim of cyberbullying (Sticca et al., 2012). With many 

instances of cyberbullying occurring on online social media sites, companies are attempting to 

identify ways to deter cyberbullying. 

In 2010, there were less than one billion social network users worldwide. By 2017, use 

had grown to 2.46 billion social network users worldwide. It is projected that by 2021, there will 

be about 3 billion social networking users worldwide (Gini, et al., 2018). It is important that 

social media platforms play a role in addressing the cyberbullying problem; of the 41% of adults 
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who indicated they experienced online harassment, 58% of them said that they recently 

experienced online harassment on social media platforms (Duggan, 2017). Facebook and 

Instagram have taken steps to assist teens, parents, and educators in identifying and addressing 

cyberbullying. For example, Facebook has partnered with the Yale Center for Emotional 

Intelligence to provide victims, bystanders, offenders, parents, and educators with the support 

they need.  Instagram created the Privacy and Safety Center in order to provide guidelines to its 

users, parents, and law enforcement.   

Safety courses are important because they provide individuals with more awareness of 

how to avoid and prevent cyberbullying using existing settings and features on social media 

sites, such as whom to accept as a friend and how-to tailor security settings. Advice to ignore or 

reject unknown users’ friend requests is valuable, because research revealed that 64% of 

American adults did not know the other person who harassed them; these offenders were usually 

strangers or had hidden their true identity (Duggan, 2017). Although Internet safety classes are 

needed, getting the right people to attend them may be an ongoing challenge. Not surprisingly, 

individuals who perpetrated cyberbullying saw fewer benefits to cyberbullying prevention 

programs compared to those not involved in cyberbullying (Cunningham et al., 2015).  However, 

if cyber safety lessons were distributed by the online platforms themselves, a larger number and 

greater diversity of potential bullies and victims could be exposed to them. 

The mental health professional’s (MHP) role in cyberbullying prevention. A socially 

relevant and culturally astute mental health professional who is comfortable within the socio-

digital environment may better help clients explore the implications of their digital lives. For 

example, a digitally efficacious MHP can encourage clients to understand the ways in which 

social media triggers personal anxiety  (Carah & Dobson, 2016), assist clients in understanding 
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the complexity of multiple digital personas (Kimmons & Veletsianos, 2014), and subsequently 

explore the importance of filtering and privacy settings (Tas & Wang, 2015; Underwood, 2011).  

Although it has been demonstrated that cyberbullying can be conceptualized as an ageless 

and universally pervasive cultural epidemic, the implications of the role of mental health 

professionals as agents of change outside of the office promoting cyberbullying prevention 

remain unclear. Though it is clear that mental health professionals have a role as agents of social 

change, there is a continued assumption that they work primarily with individuals and their 

families, which is now being considered limiting and potentially inadequate. Mental health 

professionals instead must start collaborating with larger social systems, such as academic 

institutions, and local communities (Santiago-Rivera, Talka, & Tully, 2006; Speight & Vera, 

2004; Vera, Buhin, & Isacco, 2009). Mental health professionals must operate outside of the 

traditional office setting and work alongside communities and individuals to focus on restoring 

self-esteem, resilience, and hope within both individuals and the communities in which they 

reside (Walsh, DePaul, & Park-Taylor, 2009).  

Mental health prevention approaches can be either person-centered or environment 

centered. Person-centered approaches are both a philosophical and practical way of working with 

individuals, families or groups that professionals and clients are equal partners in planning, 

developing and monitoring the client’s care. (Vera et al., 2009). Environment-centered 

approaches, on the other hand, are used in an attempt to enhance a client’s quality of life more 

indirectly by finding ways to increase environmental protective factors and decrease 

environmental risk factors through public policy work, outreach, and advocacy. The 

environment-centered approach is used to advocate for clients on a larger scale (Vera et al., 

2009). Implementing environment-centered prevention requires that mental health professionals 

form partnerships with legislators, community members, grassroots organizations, and public 
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health professionals in order to address communities at risk (Prilleltensky & Nelson, 2002; Vera 

et al., 2009). This type of professional activity will ultimately increase mental health 

professionals’ credibility within their communities, so they can create positive change (Vera et 

al., 2009).  

Mental health professionals can assist clients and families by advocating for more 

inclusive cyberbullying prevention programs at the community and governmental levels and by 

collaborating with parents, teachers, community advocates, and legal entities on the importance 

of cyberbullying prevention for all citizens (Hage et al., 2007). Ultimately, mental health 

professionals have an important role as agents of social change within their communities. 

However, additional research is needed in order to more fully understand how mental health 

professionals can serve as better advocates for their clients and their surrounding environment. 

The educator’s role in cyberbullying prevention. Teachers’ perceptions influence their 

beliefs and behaviors. Understanding teachers’ perceptions is crucial in developing a greater 

level of professional awareness of cyberbullying and more effective prevention tools (Eden, 

Heiman, & Olenik-Shemesh, 2013). If teachers do not perceive cyberbullying to be a 

collaborative problem, schools’ financial and academic commitment to implementing successful 

prevention programs will be futile. Teachers’ awareness coupled with commitment can reduce 

bullying by half (Eden et al., 2013). Therefore, teachers and academic professional are critical 

when implementing collaboration-based cyberbullying intervention and prevention programs.  

Educationalists who emphasize creating positive relationships with their students may 

help curb instances of cyberbullying. Williams and Cornell (2006) reported that students who 

feel an important part of their school community, linked to the school, and who see their school 

climate as fair, pleasant, and trusting, reported decreased levels of both bullying and 

cyberbullying instances. Stauffer, Heath, Coyne, and Ferrin (2012) examined high school 
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teachers’ perceptions of cyberbullying, prevention, and intervention strategies. Investigating 66 

high school teachers’ beliefs in the effects of cyberbullying at schools within the Western United 

States, results indicated that teachers generally believe cyberbullying to have negative impacts. 

While only 4.62% of teachers agreed that “cyberbullying toughens kids up,” and only 7.69% 

believed that “cyberbullying prepares students for life,” a full 75.38% of teachers agreed that 

“cyberbullying has long-lasting negative effects” (Stauffer et al., 2012, p. 355).  This study 

concluded that teachers would address cyber aggressive behaviors, if they only knew how to take 

appropriate action (Stauffer et al., 2012). Teachers do understand their role as crucial to 

intervene and prevent cyberbullying incidences. 

A study conducted by Li (2008) investigated pre-service teachers’ perceptions on 

cyberbullying. The teachers were enrolled in a two-year post-degree program at a Canadian 

University. The study examined four areas of interest: pre-service teachers’ concern about 

cyberbullying, pre-service teachers’ confidence in managing cyberbullying, the extent to which 

pre-service teachers are prepared to deal with cyberbullying, and the extent to which pre-service 

teachers believed that school commitment is important in addressing cyberbullying.  Results 

indicated that 31.9% of pre-service teachers reported cyberbullying to be a problem in schools, 

65% agreed that children are affected by cyberbullying, and 49.7% were concerned about 

cyberbullying. However, only 13.1% of pre-service teachers agreed they were confident in 

identifying cyberbullying and only 11.1% were confident in managing cyberbullying 

occurrences. Results regarding the importance of school commitment in addressing 

cyberbullying varied. Many pre-service teachers believed that schools should develop policies on 

cyberbullying (75.3%), discuss cyberbullying with parents (67.5%), and train staff about the 

problem (67.6%). Finally, only 3.3% of pre-service teachers agreed their university prepared 
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them for addressing cyberbullying. In total, 44.4% of pre-service teachers expressed interest in 

learning more about the problem of cyberbullying. 

Recommendations for addressing cyberbullying within educational environments include 

initiating a school-wide cyberbullying assessment, providing professional development on 

cyberbullying for all levels of educationalists, creating cyberbullying policies and procedures, 

and offering ongoing education (Nguyen, 2011).  Additional future research is needed to explore 

the impact of professional development in developing confidence in handling cyberbullying 

among education professionals. 

Whether cyberbullying takes place on campus or off, the gray area that exists between 

behaviors at school and those that occur off campus is a concern for school officials. Jurisdiction 

over cyberbullying that occurs off campus remains a question that will undoubtedly be taken up 

by the courts. In fact, cases that have reached the courts regarding the schools’ role in combating 

cyberbullying have done so based on a claim that school discipline related to cyberbullying had 

infringed upon a student’s right to free speech, thus violating the First Amendment to the 

Constitution (Fenn, 2013). Until definite decisions are made regarding the authority of the school 

in these matters, school leaders will continue to walk a fine line when it comes to addressing 

instances of off-campus cyberbullying. 

The community’s role in cyberbullying prevention. Ttofi and Farrington (2011) 

contend that cyberbullying should be considered and treated as a public health problem. Like any 

other public health problem, it requires prevention and targeted treatment. Communities must 

also take on some responsibility in educating citizens of all ages regarding the implications of 

cyberbullying behaviors. Forums, meetings, and conflict resolution sessions should be offered to 

help educate everyone on the devastation that can occur when someone participates in 

cyberbullying. 
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 In 2014, Canada spent four million dollars on its first national campaign to increase 

awareness of cyberbullying behaviors. Both Internet and television ads were aired and aimed to 

bring legal ramifications of cyberbullying into the public spotlight. Shapka and Law (2013) 

indicated that cyberbullying intervention and education programs should be tailored to specific 

communities. They advocated that a one-size fits all solution is not possible since different ethnic 

groups have different cultural norms. What may be considered cyberbullying in one culture may 

be culturally acceptable in another. When planning intervention programs, especially in 

multicultural communities, it is important to take into consideration the cultural norms of each 

subgroup, as failure to do so could stifle prevention and intervention efforts to part of the 

targeted population (Shapka & Law, 2013). 

Chisholm (2014) suggested that communities should provide increased media literacy for 

parents, teachers, university faculty, and healthcare providers. Chisholm’s research indicated that 

teaching these professionals to be more technologically savvy will reduce instances of 

cyberbullying in communities and schools. Additionally, Barlett, Gentile, and Chen (2016) 

advocate teaching about IP (Internet Protocol) addresses, digital footprints, and how Internet 

activity can be tracked as a primary method to help combat cyberbullying. When youth, parents 

and people of all ages become more aware of how the Internet keeps and stores data, they may 

better understand that there is essentially no anonymity when using the Internet. By removing the 

perceived anonymous nature of the Internet and other electronic device applications, users may 

be less apt to try to hide behind their online identities. 

The family role in cyberbullying prevention. Simply having a computer, laptop, tablet or 

cellular phone does not necessarily lead to cyberbullying. Users are, however, most likely to 

engage in cyber aggression when using one of these devices while no one is watching. 

Unfortunately, studies show that there is a high percentage of youth and young adults whose 
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online activities are not being monitored. As of 2011, 48.5% of students indicated they used their 

computer in public spaces at home and 45.2% said they used their computer in their bedroom 

(Mishna et al., 2012). Another study found that those teens who used their computers in private 

areas in their homes are 53% more likely to witness online harassment compared to teens who 

have their computers in public living areas at home (Sengupta & Chaudhuri, 2011). 

In a study that sampled adults, most participants indicated that supervision at home could 

help reduce or stop cyberbullying. On the other hand, less than half of participants indicated that 

supervision at school would have a positive effect. The authors of this research suggested that 

parents should engage in the following supervision strategies: linking the child’s Facebook 

account to the parent’s email address, setting up computer restrictions, and physical monitoring 

their child’s online activities. However, many parents admitted that their children are more 

digitally savvy than they are and feel that their children can find ways around such restriction 

(Monks, Mahdavi, & Rix, 2016). Programs designed to increase the digital literacy of parents 

and other adults may help increase confidence in preventing unsafe or aggressive Internet 

activity.  

Many adolescents do not report being cyberbullied to their parents. In a 2015 study by 

Jacobs, Goossens, Dehue, Vollink, and Lechner using qualitative focus groups, adolescents 

reported the following reasons for deciding not to report cyberbullying: parents cannot help in 

these situations, peers know more about technology, teens do not want to bother their parents, 

teachers do not react to cyberbullying instances, teens want to solve the problem on their own, 

and teens’ fear of restricted Internet access which would serve to socially isolate them from 

friends. These reasonings paints a less than hopeful picture of adolescent-parent relationships as 

they relate to receiving help and support to handle cyberbullying. 
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To assist in changing these attitudes, Shapka and Law (2013) advocated for fostering 

parent-child relationships in which children feel comfortable sharing information with their 

parents. Frank and open discussion regarding the Internet, along with a collaboration between 

both parties in creating the household rules for Internet usage, has been linked to a diminishing 

risk of exposure to cyberbullying. Parents also seem to be overly confident that their students are 

safe on the Internet, while recent evidence seriously questions the reality of parental preparation 

regarding Internet safety and responsibility (Kowalski & Fedina, 2011).  

Parents who are openly supportive and engage in discussions about cyber behaviors are 

less likely to raise students who participate in the act of cyberbullying. Wang, Nansel, and 

Iannotti (2011) reported an inverse relationship between levels of parental support and 

involvement in cyberbullying as a perpetrator. Research also showed that increased family 

support and a cohesive family help lower the risk of cyberbullying victimization (Pham & 

Adesman, 2015). Both victimization and bullying behavior can be prevented by a series of 

positive family discussions about cyber behaviors.  Lereya, Samara and Wolke (2013) advocated 

the family table as a superior example of a positive parenting behavior which is associated with 

this reduction in victimization. The family table allows the younger members of a family to 

experience the adults in their lives interacting in a civil, meaningful, and cooperative manner 

(American College of Pediatricians, 2014). 

Synthesis of the Research Findings 

The primary goal of this literature review is to provide a critical assessment of the 

literature on cyberbullying prevention programs through the lens of an adult consumer. The 

secondary purpose of this literature review is to demonstrate that adults have a social 

responsibility for collaboration to lessen the current cultural impacts of cyber aggression. The 

literature review: (a) reviewed the supported theoretical platforms of this dissertation, (b) 
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reviewed definitions and effects of cyber aggression, (c) provided characteristics of individuals 

who cyberbully along with social, psychological, and legal impact of  cyberbullying, (d) offered 

additional information through a review of analyses on the effectiveness of current cyberbullying 

prevention these programs, (e) presented information on the role that individuals, professional 

and communities have in the prevention of cyberbullying.  

Internet self-efficacy and the theory of planned behavior provide important frameworks 

in which to understand the phenomenon of cyberbullying. The first conceptual framework is 

internet self-efficacy (Liang & Chang, 2011) which assessed the influence of perceptions of 

personal skills and abilities that promote or inhibit digital device use. Internet self-efficacy is an 

extension of Bussey & Bandura’s (1999) concept of self-efficacy- a person’s belief in his or her 

ability to succeed in a particular life situation. The second conceptual framework is the theory of 

planned behavior (Ajzen, 1985) which investigates intentions that are assumed to capture the 

motivational factors that influence behavior; they are indications of how hard people are willing 

to try, of how much of an effort they are planning to exert, in order to perform the behavior 

(Ajzen, 1991). Thus, intentions can be deemed as beliefs toward behaviors. Bandura described 

these beliefs as determinants of how people think, behave, and feel. In the context of 

cyberbullying, these theories provide a framework to understand how adults see their ability to 

relate with issues of cyber safety and what will motivate them to act to further cyberbullying 

prevention in their school or community role. 

Based on the current review of the literature, no clear consensus exists among researchers 

on how to define cyberbullying—attempts to define the term can be as diverse as the many ways 

in which people are cyberbullied. Cyberbullying constitutes a broad range of aggressive acts 

known by names such as cyber harassment, Internet aggression, electronic aggression, cyber 

aggression, Internet bullying, online bullying, and electronic bullying (Mehari, Farrell, & Le, 
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2014). As a result, the ambiguity of terminology filters down to both the school, community 

systems and legal systems trying to determine how to implement prevention.  

 A plethora of cyberbullying research is available with a sampling of youth and teenagers, 

yet research is very scarce on the adult population engaging in identical behaviors (McGee et al., 

2011; Roldan, 2013). Scant previous research has suggested that young adults are more 

susceptible to cyberbullying than traditional bullying, and victims are prone to significant 

emotional and psychological issues. However, the data varies on frequency of occurrence, how 

the harassment is executed, and differences among gender and race (Crosslin & Golman, 2014; 

Gibb & Devereux, 2014; Kowalski & Giumetti, 2014). 

Another issue revealed by the research was that adults, as digital immigrants, sometimes 

lack the skills to navigate the digital environment. Therefore, adults and community advocates 

must become proactive and educate themselves on technology of electronic devices and cyber 

behaviors. Schools and our legal community face the daunting task of deciding when to 

intervene, determining how much jurisdiction to impose upon the school or individual, and 

identifying what should or realistically can be done to protect all Internet users from 

cyberbullying.  

Cyberbullying continues to be prevalent in today’s society, yet there are mixed results 

when it comes to the overall effectiveness of cyberbullying prevention programs (U.S. 

Department of Health & Human Services, 2017). Though cyberbullying is gaining more 

attention in the media, current bullying prevention programs have failed to encompass all aspects 

of cyberbullying prevention that would make them most effective (Polanin, Espelage, & Pigott, 

2012).   

The research also shows that educators, mental health professionals, and parents and 

community members all have a potentially effective role to play in educating about cyber safety, 
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empowering youth to avoid cyberbullying behavior or report when they are the victim of it, and 

implement programs to address it at a community level.  While no clear directive for how to best 

achieve these goals is revealed, the importance of involving educators, mental health 

professionals, and community members in cyberbullying prevention efforts is made clear.  

Critique of the Previous Research 

One weakness of the literature reviewed is that many of the studies about cyberbullying 

and technology use are six to ten years old.  The digital landscape in which cyberbullying takes 

place is evolving so quickly, with new ways of accessing the Internet and social media platforms 

arising almost yearly, particularly with younger users, that even research that is four years old 

can be effectively outdated. However, the purpose of this literature review was not to evaluate in 

great detail the technological media of cyberbullying, but rather to establish both the prevalence 

of technological access and diversity of ways in which cyberbullying can take place.  Given this 

distinction, even outdated statistics still serve to paint a useful picture. 

The literature review revealed conflicting evidence regarding the prevalence of 

cyberbullying among users of digital devices (Kowalski et al., 2014). The variations in 

cyberbullying rates are compounded because the definition of cyberbullying is broad, and the 

concept can be defined differently in various instances of cyberbullying (Kowalski et al., 2014). 

Additionally, both youth and adults use diverse mediums to engage in cyberbullying to include 

emails, text messages, videos, pictures, web pages, and chat rooms. As a result of innovations in 

new technologies, cyberbullies will continue to find new and diverse ways to bully. Therefore, 

more research is needed to focus on the various categories of cyberbullying, the digital user, and 

the risk factors associated with each form (Vandenbosch & Eggermont, 2016).  

Researchers have established that students feel they have a degree of anonymity while on 

the Internet; however, little evidence has emerged about the impact that perception of anonymity 
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plays in incidents of cyberbullying (Mark & Ratliffe, 2011). Further investigation of this 

dynamic would provide relevant information when developing intervention and prevention 

strategies to combat cyberbullying. Very few studies have investigated adult stakeholders’ 

perceptions on cyberbullying. Therefore, more research is needed to provide a more descriptive 

account of these user front line workers in the school setting as their perceptions will be key to 

the development of a cyberbullying policy and prevention (Vandenbosch & Eggermont, 2016). 

Finally, while some research suggests the ways in which educators, mental health 

professionals, and community members can aid in cyberbullying prevention efforts, there is little 

research available to show what skills or conditions must be present for adults to be able to 

successfully play this role.  This study aims to address this gap in the current literature. 

Summary 

Chapter 2 reviewed two theoretical foundations and the current literature that support this 

dissertation. Two theories, self-efficacy theory and the theory of planned behavior, help 

demonstrate factors that contribute to the ability or desire of adults to positively contribute to 

cyberbullying prevention efforts. These theoretical frameworks help set the stage for the 

examination of cyberbullying through the lens of adult attitudes as related to prior experience 

with cyberbullying and personal belief systems.   

The current literature provides a view of the definitions, prevalence, trends, and 

characteristics of cyberbullying both among youth and adults.  While the studies included 

provide a wide-ranging array of conclusions, together they provide a clear view of just how 

prevalent and widespread the phenomenon of cyberbullying is, and how many lives of youth and 

adults alike it is impacting. The research also clearly shows how entwined the relationship 

between technology use and cyberbullying is; Internet technology is not simply the medium of 

cyberbullying; it is inherent to many of the characteristics and trends of cyberbullying. Thus, to 
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address how adults in any role can participate in cyberbullying prevention efforts, it must first be 

understood how they personally relate to Internet technology. 

A review of existing cyberbullying prevention efforts showed that while some existing 

programs have demonstrated promising results in a school environment, many of them have 

failed to span school, home, and community environments, and many have failed to successfully 

integrate legal or online platform policy support. As youth increasingly have access to personal 

mobile devices, their means of communicating with their peers’ changes. Those communications 

tend to span different environments, and responsibility jurisdictions, as adolescents go about 

their day.  This trend suggests the need to have cyberbullying prevention programs better 

integrated through multiple environments, involving educators, parents, and mental health 

professionals.   

Finally, a review of the roles that mental health professionals, educators, the community, 

and family can play in cyberbullying prevention showed great potential benefits in furthering 

their involvement.  Each role presents unique potential for supporting both perpetrators and 

victims of cyberbullying in better understanding their behavior and dealing with its impacts.  

While the diversity in experience and expertise among mental health professionals, educators, 

community members and parents can provide the potential for stronger and more holistic 

cyberbullying prevention programs, it also makes it necessary to examine the discrepancies in 

how those roles are able to interact with cyberbullying prevention attitudes. More specifically, 

this research will begin to quantitively assess how participant internet self-efficacy may predict 

attitudes toward the prevention of cyberbullying. Chapter 3 will discuss the research design, how 

data were acquired, the survey instruments utilized, the data analysis employed, and will 

conclude with a discussion of the ethical considerations of this study. 
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CHAPTER 3. METHODOLOGY 

This chapter discusses the methodology and process of the execution, collection, and 

interpretation of the data for the present study. The first section will describe the purpose of the 

research procedures that were employed during the study. Next, the research questions are stated 

followed by a description of the research design while noting the population from which the 

survey sample was obtained.  Finally, the survey instruments are discussed and the ethical 

considerations for this study are presented. 

Purpose of the Study  

The purpose of this study was to quantify the internet self-efficacy of teachers and mental 

health professionals and their attitudes towards cyberbullying prevention programs. 

Understanding how adult internet self-efficacy influences one’s attitude towards cyberbullying 

prevention will begin to fill the gap in the knowledge of how best to intervene to prevent cyber 

transgressions. 

Research Questions  

The following research questions guided the design, data collection and analysis of this 

study: 

RQ1. Does level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort predict belief in the benefits of cyberbullying 

prevention programs? 

RQ2. What is the unique ability of level of internet self-efficacy, occupation (teacher 

vs. mental health professional), gender, and age cohort to predict belief in the benefits of 

cyberbullying prevention programs? 

RQ3. Among level of internet self-efficacy, occupation (teacher vs. mental health 
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professional), gender, and age cohort, which variable or combination of variables 

predicts belief in the benefits of cyberbullying prevention programs?  

RQ4. Does level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort predict intention/willingness to participate in 

cyberbullying prevention programs? 

RQ5. What is the unique ability of level of internet self-efficacy, occupation 

(teacher vs. mental health professional), gender, and age cohort to predict 

intention/willingness to participate in cyberbullying prevention programs? 

RQ6. Among level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort, which variable or combination of variables 

predicts intention/willingness to participate in cyberbullying prevention programs? 

RQ7. Does level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort predict perceived behavioral control to participate 

in cyberbullying prevention programs? 

RQ8. What is the unique ability of level of internet self-efficacy, occupation (teacher 

vs. mental health professional), gender, and age cohort to predict perceived behavioral 

control to participate in cyberbullying prevention programs? 

RQ9.  Among level of internet self-efficacy, occupation (teacher vs. mental health 

professional), gender, and age cohort, which variable or combination of variables predicts 

perceived behavioral control to participate in cyberbullying prevention programs? 

 

Research Design 

 This dissertation utilized a quantitative, descriptive correlational design.  A multiple 

regression analysis was employed in the study for its ability to determine the role of multiple 
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predictor variables on a single outcome variable (Warner, 2013). This statistical analysis was 

used to investigate if internet self-efficacy, gender affiliation, occupation, or generation 

membership predict participant attitudes toward cyberbullying prevention programs.   

In order to collect data on the variables of interest, an online survey was employed using 

the SurveyMonkey online survey platform. This web-based service enables researchers to design 

and host surveys that participants can access and complete via a web browser from anywhere on 

the Internet by providing participants with the link to the SurveyMonkey survey. This research 

design was considered correlational as there are four predictor variables, one outcome variable 

and participants were purposely assigned to groups determined by characteristics of the 

participants themselves (Mertens, 2005). The predictor variables in this study were: (a) internet 

self-efficacy, as measured by the combined score on the Internet Self-Efficacy Survey (Chuang 

et al., 2015); (b) occupation, measured as a binary variable of either teacher or mental health 

professional; (c) gender, measured on a nominal scale of female, male, transgender or nonbinary; 

and (d) generation membership measured on a nominal scale of Baby Boomer (born between 

1946-1964), Generation X (born between 1965-1980) or Millennial (born between 1981-2000). 

The outcome variables in this study were (a) attitude, (b) intention/willingness, and (c) perceived 

behavioral control as measured by subscales of the Attitudes Toward Cyberbullying Prevention 

Scale (Cunningham, et al., 2015). Researchers developed this scale to assess positive attitudes 

towards cyberbullying prevention programs. 

Target Population and Sample 

Target Population 

To draw correct inferences from the sample about traits of the population, the sample 

must be representative of that population (Sproull, 2002). The population for this study was 

adults who primarily reside in the state of Minnesota.  As noted previously, there are no current 
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federal statutes governing cyber transgression. Rather, 49 states have adopted individual state 

laws regarding cyber aggressive behaviors (Broll & Huey, 2014) For this reason, limiting the 

sample to the state of Minnesota will allow for generalizations as they relate to the legal position 

and the social milieu  within  the state in which this sample was obtained.  The two distinct and 

purposeful sample groups were as follows: (a) teachers, who are currently licensed and employed 

or active interns in the state of Minnesota at either middle or high school and own at least one 

digital device that is accessed daily; and (b) mental health professionals, who are currently 

licensed and employed or active interns in the state of Minnesota and work with clients from the 

age of nine and up, or counsel couples or families and own at least one digital device that is 

accessed daily. 

Sample 

This study employed five inclusion criteria: (a) 18 years of age or older (b) a resident of 

the state of Minnesota, (c) the owner of a digital device, either a cell phone, tablet, laptop or 

desktop and (d) the digital device must be accessed at least once a day. Differentiating the two 

groups relied upon the additional criteria: participants must belong to one of the following two 

groups:   (a) a teacher, who is currently licensed or seeking licensure and employed in the state 

of Minnesota, at either a public or private middle or high school or (b) a mental health 

professional, who is currently licensed or seeking licensure and employed in the state of 

Minnesota, and works with clients from ages nine and older, or counsels couples or families.  

The participants verified their eligibility by selecting “I agree” to the inclusion criteria contained 

within adult informed consent form. Answering “I do not agree” prompted the survey to 

discontinue and the potential participate was thanked for their interest in the study. 

Power Analysis 

Prior to collecting data, it was important to determine the appropriate sample size. 
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Recommendations by Peng, Long, and Abaci (2012) suggested that implementing a prospective 

power analysis beforehand, a priori, is less biased than estimating the observed power after the 

study, post hoc. The researchers evaluated several programs that are commonly used to conduct a 

power analysis considering costs, ease of use, versatility of functionality, and interface, 

ultimately suggesting G*Power as one of the best. Per the recommendation of Peng et al. (2012), 

a power analysis was conducted using G*Power (Faul, Erdfelder, Buchner, & Lang, 2009) to 

determine a good sample size for a linear multiple regression: fixed model, single regression 

coefficient.  A power analysis using G*Power (Faul et al., 2009) indicated that in order to 

achieve .80 statistical power using an effect size of .25 and alpha level of .05, the proposed 

research should have a minimum sample size of 53 participants. Green (1991) recommended 

when conducting a multiple regression analysis, where k represents predictor variables, a 

minimum sample of N > 50 + 8k be used. Using this formula with four predictors (k) yielded a 

total of 82. For the purpose of this study, the larger of the two numbers obtained through the 

power analysis and Green’s (1991) recommendation, 82 survey participants were sought during 

the sampling process.   

Procedures 

The following sections outline the procedures necessary to perform the research from the 

initial planning of the sample to the final analysis of the data. The procedures are divided into 

four phases—Participant Selection, Protection of Participants, Data Collection, and Data 

Analysis. Each phase follows sequentially and naturally from the previous phase. With the 

detailed description of the procedures throughout these four phases, a researcher should be able 

to replicate the dissertation as it was carried out. The protection of these participants 

is also discussed. 
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Participant Selection 

The population of interest was mental health professionals and teachers who resided in 

the state of Minnesota. This group was represented by the sampling frame of two of the largest 

social media sites, Facebook and LinkedIn (Cleary, Kearney, Solan-Schuppers, & Watson, 

2014). It was from both interactive websites that the sample was obtained. Using the large 

website’s membership allowed for a large sampling frame which would optimistically represent 

the population well (Cleary et al., 2014). Additionally, researchers have concluded that using an 

online survey data collection methodology is the most efficient and effective method for online 

research data collection (McLeod & Henderson, 2005; Wood, Griffiths, & Eatough, 2004). 

Online survey research has been found to be most advantageous when pursuing a precise sample, 

within an exact population, both of sizable proportions. However, each participant must have 

reliable Internet access (McLeod & Henderson, 2005). 

A non-probability, purposive sampling design was used because this type of sampling 

does not involve random selection of research participants (Warner, 2013) but derives the sample 

from a specific, pre-defined group (George & Mallery, 2014).  That is, not all residents in the 

state of Minnesota had an equal chance of being selected because only those who belong to the 

closed groups of social media sites Facebook and LinkedIn were offered the chance of being 

included in the sample, and in order to be included, participants were required to voluntarily opt-

in to the study.  Purposeful sampling is a strategy that is often used in studies whose samples are 

teachers or mental health professionals (Sproull, 2002). The inclusion criteria consisted of the 

acceptance of the informed consent, membership in either the closed Facebook groups for mental 

health professionals in Minnesota or membership to the social media site of LinkedIn.   

In order to begin recruiting mental health professionals, the initial contact was made with 

the administrators of two mental health professionals Facebook groups via a message by the 
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researcher requesting permission to use the group’s Facebook page to perform research.  As per 

the Capella University’s Institutional Review Board’s (IRB) guidelines, a letter from the 

organization expressing the granted permission was requested and obtained. A brief Facebook 

post was drafted that introduced the basic concepts of the study as well as the researcher’s 

contact information should additional clarification have been needed. 

Given the quantity of posts that are made on this site, the varying schedules of the 

individuals reading these posts, and the frequency with which they visited the page, the 

researcher posted the study information on more than one occasion. As per the predetermined 

arrangements made with the Facebook group administrators, the posts were always at least one 

week apart, and the previous post was always deleted prior to re-posting the same information. 

The information was posted a total of 3 times in order to obtain the necessary number of viable 

research responses.  A link was provided at the end of each posting that routed the individual 

directly to the survey, hosted on the SurveyMonkey website.  The informed consent provided a 

more detailed description of the study, including what the potential participant could expect to 

experience should they chose to participate and the voluntary nature of the requested 

participation.  

Secondly, the study information was posted on the general news feed of LinkedIn.  The 

researcher posted the study information one time per week, each week on different days for a 

total of 16 posts to reach the desired sample. As noted in the previous paragraph, a direct link to 

SurveyMonkey was provided in the recruitment post with a stated brief explanation of what the 

potential participate could expect to experience should they select to complete the survey.  Both 

social media site recruitment posts had noted contact information should the individual feel the 

need to report any issues with the study or the researchers.  
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Protection of Participants 

Although there were no vulnerable populations used during this study, it is still 

imperative that protection of participants is maintained with the highest regard during the 

entirety of this research project. The first element of protection is the privacy and anonymity for 

each participant. This researcher had no direct, indirect or digital contact with any study 

participants thus ensuring privacy and anonymity. All data collected from participants did not 

include any personal identifiers, thus insuring additional anonymity. The Internet participant 

tracking feature in Survey Monkey was turned off, so that even participants’ Internet service 

provider addresses could not be tracked. Participant IDs in both Survey Monkey and SPSS were 

alphanumeric to preserve anonymity.  

The second element of protection this dissertation maintained was that the research must 

not result in direct or indirect harm to participants.  It is possible that the dissertation topic matter 

could be emotionally sensitive to a participant. Participants were instructed they could leave the 

study at any time. Additionally, the recruitment flyers were posted in an online format, with no 

coercive recruitment message to participate in the study.  Moreover, to minimize the motivation 

to complete the survey, there was no financial incentive provided for study completion.  

Data Collection 

The data collection in its entirety was completed online for this project. Specifically, the 

use of the Internet allows for an easy way to collect data with few errors (Tabachnick & Fidell, 

2013).  It also allows for studies including this dissertation to be standardized and easily 

replicated (Barnham, 2015).  The first page seen by participants was an informed consent letter 

that required the participant to answer a box indicating that he or she agrees to informed consent 

and meets the research criteria. If the box noting disagreement with the informed consent was 

answered, no further access to the survey was given. This entire survey used SurveyMonkey’s 
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sequential page logic, which required all questions to be answered to receive the next page.   

Once the informed consent box was answered, the participant was granted access to a 

demographic questionnaire. Once the participant confirmed that he or she met the inclusion 

criteria of the study, immediately following was the presentation of the survey pages containing 

research questions. After participants completed the survey, the data were saved on Survey 

Monkey’s servers until downloaded by the researcher into an Excel spreadsheet.  Each set of 

response scores from a participant was oriented horizontally with the vertical order recording 

participant number. In this vertical format, the scores from each of the questions could be 

summed according to the scoring system of each of the two inventories. It was this spreadsheet 

that was inputted into SPSS for data analysis. All the data will be kept secure and encrypted with 

a main copy in cloud storage and a backup copy on a hard drive. All the data will be destroyed 

after the required seven years. 

Data Analysis 

With the data collection complete, the next step in the research process is to analyze the 

data. For this research, this took place in two stages. The first stage revolved around assessing 

the data regarding the quality of the data and the assumptions necessary for the data to be used in 

a multiple linear regression. This was accomplished using descriptive statistics. The second 

phase was the process of hypothesis testing of the data using the correlation and the multiple 

linear regression statistical tool in SPSS. All the procedures that took place during the analysis 

involved the data that were inputted into SPSS data file format from the data collection process. 

Examination of Assumptions 

Prior to analysis, descriptive statistics were calculated to obtain the range, mean, and 

standard deviation of each linear variable and frequencies for each categorical variable. The data 

were also examined to ensure all assumptions were met. Scatterplots were examined in order to 
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examine the normality, linearity, and homoscedasticity of the data, as well as the presence of 

outliers. Additionally, collinearity diagnostics were performed in order to identify the presence 

of multicollinearity. These tests revealed no major violation of these assumptions.   A correlation 

table was examined to verify the existence of significant correlations between the predictor 

variables and the dependent variable. To rule out the possibility of multicollinearity, correlations 

between predictor variables were also examined, along with tolerance statistics for each 

predictor. No correlation reached the recommended threshold of .7, and tolerance statistics were 

all above .1, with the lowest value of .77 assigned to the Generation X dummy variable. 

Combined, this indicates that multicollinearity was not an issue for the variables assessed in this 

study, and thus all variables were retained.  

Summary of Hypothesis Testing 

 The research questions were tested using multiple linear regression and correlation 

procedures. A multiple regression analysis is a suitable analysis to use when the aim of the 

research is to test the relationships between more than one predictor variable and a single 

continuous outcome variable (Tabachnick & Fidell, 2013). The predictor variables in this 

analysis were internet self-efficacy, occupation, gender and generational membership. The 

outcome variable in this analysis was attitude towards cyberbullying prevention programs. Prior 

to hypothesis testing, assumptions were examined, and all variables retained. In the regression 

analysis of Research Questions 1, 4, and 7, the standard method of multiple regression analysis 

was conducted, meaning that all the predictor variables were analyzed in unison. Research 

Questions 2, 5, and 8 utilized Pearson’s correlations coefficients to examine the individual 

contribution of each predictor variable. Further analysis was conducted using stepwise regression 

procedures in order to answer Research Questions 3, 6, and 9. 
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Instruments 

Each participant completed a 55-question survey designed to investigate if internet self-

efficacy predicts participant attitudes toward cyberbullying prevention.  The survey assessed 

three major areas: demographics, attitudes towards cyberbullying prevention and internet self-

efficacy.  

Attitudes Toward Cyberbullying Prevention Survey 

  The Attitudes Toward Cyberbullying Prevention Scale (Cunningham et al., 2015) was 

used to measure the predictor variables of attitude towards cyberbullying prevention programs as 

characterized by attitudes towards cyberbullying prevention, perceived behavioral control and 

intention/willingness to engage in cyberbullying prevention behaviors. The instrument is 

composed of 32 five‐point Likert scale questions ranging from 1 (strongly disagree) to 5 

(strongly agree)  This assessment is based on the theory of planned behavior (Armitage et al., 

1999), and was authored for adult populations 18 years or older. While the Attitudes Towards 

Cyberbullying Prevention scale has a strong theoretical grounding in the theory of planned 

behavior, Cunningham et al. (2015) did not specifically examine the validity of the measure. 

However, findings utilizing the scale agreed with previous research utilizing the theory of 

planned behavior to examine cyberbullying, indicating adequate content and predictive validity. 

For example, previous research by Doane, Kelly, and Pearson (2016) employed the Attitudes 

Towards Cyberbullying scale to evaluate the success of a cyberbullying prevention program (p. 

139).  

 Reliability was examined for each of the subscales.  Cronbach’s alpha coefficients of the 

five subscales ranged from .71 to .87. Cronbach’s alpha for the five items making up the 

perceived behavioral control subscale was .71. The perceived severity subscale (five items) had a 

Cronbach’s alpha of .78. The eight items of the intent subscale had a Cronbach’s alpha of .83. 
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Lastly, the subjective norms subscale (seven items) and the attitudes subscale (7 items) each 

demonstrated the highest reliability, with a Cronbach’s alpha of .87 (Cunningham et al., 2015).  

Permission to use the ATCPS instrument was obtained directly from the instrument’s author. 

Internet Self-Efficacy Survey  

  The second survey used in this study measured the predictor variable of internet self-

efficacy, combining three subscales (usage, sharing, communication) of the Internet Self-

Efficacy Scale (ISS) to yield a collective score of internet self-efficacy (Chuang et al., 2015). 

Originally a 40-item assessment, this dissertation utilized three subscales from the seven-

subscale survey. In total, these three subscales were made up of 18 items using a Likert scale of 

measurement ranging from 1 (strongly disagree) to 5 (strongly agree).   The validity of the ISS 

was first determined using the Delphi method (Pill, 1971); two experts in internet self-efficacy 

were consulted to determine the content validity of the scale as it was developed. After the initial 

scale was created, the validity of the scale was further examined using the exploratory factor 

analysis. While the results of this factor analysis informed the reduction of survey items, the 

general structure of survey remained. Combined, the factors were found to explain 53% of the 

total variance. Therefore, the survey was determined to adequately measure internet self-efficacy 

(Chuang et al., 2015).  Reliability of the ISS scale was examined using Cronbach’s alpha 

coefficients. Chuang et al. (2015) found a Cronbach’s alpha of .92 for the full 40-item scale. The 

three subscales used in this dissertation resulted in the following Cronbach’s alpha scores:  usage 

subscale (8-items) - .80; sharing subscale (6-items) - .83; and communication subscale (4-items) 

- .74. Permission to use the ISS instrument was obtained directly from the instrument’s author. 

Demographic Survey  

 At the beginning of the survey, participants were asked a series of demographic 

questions concerning their age, gender, occupation, and parenting status. The first question was 



64  

the selection of the generation corresponding to the participant’s birth year. The options were (a) 

Baby Boomer (1946-1964), (b) Generation X (1965-1980), or (c) Millennial (1981-2000).  

Participants were also asked to identify their gender with the selection of (a) female, (b) male, (c) 

transgender, and (d) nonbinary. No respondents selected the categories of transgender or 

nonbinary. Occupation was also measured as a binary categorical variable. Participants were 

required to select one classification for which they would be answering all survey questions with 

two choices of:  (a) teacher, who is currently licensed or seeking licensure and employed in the 

state of Minnesota, at either a public or private middle or high school; or (b) mental health 

professional, who is currently licensed or seeking licensure and employed in the state of 

Minnesota, and works with clients from ages nine and older or counsels couples or families.  

Ethical Considerations 

Given that this research was conducted using human participants, the privacy and 

confidentiality of the participants was a part of the ethical considerations for the study. The 

survey and the participants’ participation in the study were anonymous. The design of the survey 

questions ensured no requirement for personal or professional identifiable information to respond 

to the questions (Resnik & Elliott, 2016); participants were never asked for their name, specific 

age, or the location or name of their employment or academic institution. 

Additionally, given that neither the survey responses nor the raw data from 

SurveyMonkey contained any participants’ personal information, the risk to the participants was 

minimized even further. All research data were protected during the study and will continue to 

be protected by the researcher until the time for data destruction at seven years from the data of 

research publication (Resnik & Elliott, 2016).  The use of SurveyMonkey addressed concerns of 

participant privacy and ensured that survey responses remained anonymous and inaccessible to 

anyone other than the primary researcher. Upon completion of the study, the researcher 
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downloaded the data to a local computer and password protected the file, then removed the data 

from the SurveyMonkey website. The data were then used for statistical analysis, always stored 

in a secure manner (Resnik & Elliott, 2016). The researcher will maintain all data for seven years 

by storing it on an encrypted and password protected external hard drive. This hard drive has 

been stored in a locked safe, and data will be destroyed after the seven-year time span has passed 

(Resnik & Elliott, 2016).  

Finally, informed consent was a prerequisite for participating in the survey. Prior to 

starting the research, participants were presented with a Capella University Institutional Review 

Board approved consent form which explained all the relevant information regarding the 

research including the purpose, protection of information, and contact information of the 

researcher. Each participant had the opportunity to quit at any point during the survey if they 

chose to do so and incomplete responses were not part of the final data analysis. 

Summary 

Chapter 3 discussed the procedures of this quantitative, quasi-experimental study 

including the following descriptions: purpose of the research, research questions, research 

design, target population and sample, data collection and analysis. SurveyMonkey was selected 

to host the survey and collect all participate responses. Multiple regression and correlation 

analyses was used to analyze the research data. Survey instruments were selected from the 

literature, and permissions were obtained from the authors of the instruments. Ethical 

considerations were addressed to avoid any harm to research participants. Chapter 4 presents 

statistical analysis using multiple linear regression to investigate variable predictably amongst 

the research variables. In conclusion, Chapter 5 presents the discussion of the results obtained 

with noting the limitations and practical implications of the research. Future research will also be 

noted.  
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CHAPTER 4. RESULTS 

Background 

This chapter presents the results of the analyses used to answer the nine research 

questions posed in this dissertation. The chapter begins with a summary of the data coding 

process, description of the sample, and overview of the descriptive characteristics of the 

sample for all study variables. Next, the data were assessed to ensure that all assumptions 

necessary for linear regression were met. Then, each of the nine research questions were 

analyzed for predictive capability. The chapter ends with a summary of all research question 

findings. Throughout the chapter, results are presented in tables and figures and described in-

text. 

Data Cleaning and Coding 

Prior to conducting any statistical analyses, survey responses were coded and 

prepared for analysis; this included reverse-coding some survey responses to ensure 

consistency across variables. The predictor variables of occupation and sex were 

collected as nominal responses. Because each of these variables included only two 

categories of responses, they were coded as binary variables. Specifically, the 

occupation variable was coded as mental health professional = 0 and teacher = 1. The 

variable of sex was coded in binary as male = 0 and female = 1.  The age cohort 

variables were recoded as three binary dummy variables (e.g., baby boomer, 

generation X and millennial) with the baby boomer and generation X variables used in 

the regression analysis and millennial serving as the reference group. The variables 

capturing age cohort, gender, and occupation all had an unequal number of participants 

falling into each category. While this can pose a limitation in regression analyses 
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(Warner, 2013), the decision was made to retain these dummy variables in the 

analysis, given their significance to the research questions posed in this study.  The 

potential limitation this unequal distribution may cause is partially mitigated by the 

percentage of participants falling into each group, with no group falling below 10% of 

the sample. Further, regression analyses have been recommended in cases when 

unequal group sizes violate the assumptions of an ANOVA (Slinker & Glantz, 1988). 

 Data collected from Attitudes Towards Cyberbullying Prevention Scale and the Internet 

Self-Efficacy Survey were coded on a Likert-style scale of strongly disagree = 1 to strongly 

agree = 5 except for the subscale of perceived behavioral control in the Attitude Towards 

Cyberbullying Prevention Scale. For this subscale, items were reversed coded (strongly agree = 

1 to strongly disagree = 5), so that higher scores indicate the perception of fewer barriers to 

participation in prevention programs. As such, for each of the three subscales measuring attitudes 

towards cyberbullying used in this dissertation, higher scores indicated more positive attitudes. 

For both the ATCPS subscales and the ISS, scores for each item were summed.  

Description of the Sample 

The sample for this study was adults who reside in the state of Minnesota. Two 

distinct and purposeful sample groups were used: (a) teachers who were  licensed and 

employed or active interns in the state of Minnesota at either at middle or high school and 

own at least one digital device that is accessed daily; and, (b) mental health professionals, 

who were  licensed and employed or active interns in the state of Minnesota and work 

with clients from age nine up, or counsel couples or families and own at least one digital 

device that is accessed daily. Initially, there were 152 participants who consented into the 

study. However, eight participants did not complete any aspect of the survey, and an 

additional seven participants ended the survey before completing the Attitudes Towards 
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Cyberbullying Prevention Scale (ATCPS), from which the outcome variables of this 

dissertation were drawn. Therefore, the current study excluded these respondents. The 

final sample consisted of 137 participants, representing 90.1% of the initial 152 

individuals who consented into the study. 

Table 1 provides descriptive statistics of the sample for all variables included in the 

study. For categorical variables (age cohort, gender, occupation,), the number and percentage 

of respondents in each group is reported. For linear variables (ISS scale and ATCPS 

subscales), the mean, standard deviation, and range is reported. In all cases, the amount of 

missing data for the 137 participants making up the sample is zero. Much of the sample 

(53.3%) was categorized as a Millennial--born between 1981 and 2000. An additional 32.8% 

of the sample were categorized as Generation X--born between 1965 and 1980, and the 

remaining 13.9% were Baby Boomers--born between 1946 and 1964. Additionally, the 

majority of the sample identified as female (79.6%) and worked as a mental health provider 

(75.9%).  

  Table 1. Characteristics of the Sample (N=137)  

Variable n % M SD Range 

Age cohort 137     

Baby Boomer 19 13.9    

Generation X 45 32.8    

Millennial 73 53.3    

Gender 137     

Male 28 20.4    

Female 109 79.6    

Occupation 137     

Mental Health Provider 104 75.9    

Teacher 33 24.1    

ISS Full Scale (18 items) 137  80.97 8.94 52-90 

ATCPS Perceived Behavioral Control Subscale (5-item) 137  14.96 4.98 5-24 

ATCPS Intention/willingness Subscale (8-item) 137  29.04 5.24 12-40 

ATCPS Attitudes Subscale (7-item) 137  28.1 4.47 18-35 
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Scores on the ISS scale were relatively high for respondents in this sample. The mean 

score on the full scale was 80.97, out of a possible score of 90.  The average score on the 

Perceived Behavioral Control subscale was 14.96 out of 25, with a range of scores between 5 

and 24. On the Intention/willingness subscale, the mean score was 29.04 out of a possible 

40, with a range of scores between 12 and 40. The Attitudes subscale had a mean score of 

28.16 out of a possible 35, and a range of 18-35.  

Tables 2-4 provide the means and standard deviations of scores on the three ATCPS 

subscales for mental health providers and teachers (Table 2), males and females (Table 3) 

and the Baby Boomer, Generation X, and Millennial age cohorts (Table 4). Within the 

sample, mental health providers demonstrated higher scores on the Perceived Behavioral 

Control and Intention/willingness subscales, but slightly lower scores on the Attitudes 

subscale.   Additionally, females demonstrated higher scores on Perceived Behavioral 

Control, Intention/willingness and Attitudes subscales. Within the generational cohorts, 

Millennials scored higher than Generation X and Baby Boomers on the Perceived 

Behavioral Control. Generation X scored higher than Baby Boomers and only slightly higher 

than Millennials on both the Attitudes and Intention/willingness subscales. 

 

 

 

 

Table 2. Scores on ATCPS Subscales, by Occupation (N=137) 

 Mental Health Provider Teacher 

Variable M SD M SD 

Perceived Behavioral Control 17.01 3.68 8.52 2.31 

Intention/willingness 30.07 4.35 25.82 6.45 

Attitudes 27.53 4.00 30.15 5.32 
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Table 3. Scores on ATCPS Subscales, by Sex (N=137) 

 

 Male  Female 

Variable M SD M SD 

Perceived Behavioral Control 12.11 5.11 15.70 4.70 

Intention/willingness 25.50 6.41 29.95 4.50 

Attitudes 27.54 5.16 28.32 4.29 

 
 
 
 

    

Table 4. Scores on ATCPS Subscales, by Age Cohort (N=137)  

 Baby Boomer Generation X Millennial 

Variable M SD M SD M SD 

Perceived Behavioral 
Control 

13.37 5.87 14.49 4.62 15.67 4.89 

Intention/willingness 25.47 7.09 29.93 4.45 29.42 4.82 

Attitudes 26.53 3.53 28.93 4.69 28.11 4.49 

 

 

 

Assumptions 

 

Prior to analysis, the data were examined to ensure all assumptions of linear regression 

were met. First, linear regression requires the dependent variable examined to be measured on 

a continuous scale. Scales made up of multiple Likert items are widely accepted as continuous 

variables, and researchers have concluded the use of parametric tests, including linear 

regression, on Likert data result in accurate findings, even when these variables have unequal 

variances and non-normal distributions (Murray, 2013; Norman, 2010). Thus, this assumption 

has been met. 
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Next, histograms were used to examine normality among the three outcome variables: 

attitudes towards cyberbullying prevention, intention or willingness to participate in 

cyberbullying prevention, and perceived barriers to cyberbullying prevention. These histograms  

are displayed in Figures 1-3. In general, these histograms revealed a relatively normal 

distribution. While there was a spike in high scores on the Attitudes subscale, an examination 

of the normal probability plot (Normal Q-Q plot) of each variable revealed reasonably straight 

lines.  

Additionally, skewness and kurtosis values were examined for each outcome variable. 

All values were between -1 and 1, further indicating the data fell within an acceptable range of 

normality:   Attitudes: Skewness = -0.013; Kurtosis = -0.764; Intent: Skewness = -0.504; 

Kurtosis = 0.194; and Perceived Behavioral Control: Skewness = -0.424; Kurtosis = -0.993. 

The presence of potentially problematic outliers was examined by comparing the mean of 

each subscale variable to the 5% trimmed mean. In each instance, the mean values were very 

similar, suggesting no extreme scores strongly influenced the mean: Attitudes subscale: M = 

28.16; 5% trimmed M = 28.25; Intent subscale: M = 29.04; 5% trimmed M = 29.21; and  

Perceived Behavioral Control subscale: M = 14.96; 5% trimmed M = 15.05 
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Figure 1.  Histogram and normal q-q plot of attitudes subscale
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Figure 2. Histogram and normal q-q plot of intention/willingness subscale
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Figure 3. Histogram and normal q-q plot of perceived behavioral control subscale 
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Additional visual representations were examined in order to further evaluate the 

normality, linearity, and homoscedasticity of the data, as well as the presence of 

outliers. Normal Probability Plots (P-P Plots) were utilized to examine the normality of 

the data for each particular regression equation. These P-P plots are displayed in Figures 

4-6. In each case, the data lie in a reasonably straight pattern, again indicating no major 

deviations from normality.  

 

 

 

 

 

 

 

 

Figure 4. Normal p-p plot of the regression standardized residual for attitudes subscale 
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Figure 5. Normal p-p plot of the regression standardized residual for intention/willingness  

 

 

 
 

 

Figure 6. Normal p-p plot of the regression standardized residual for  perceived behavioral 

control 
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Moreover, scatterplots of the standardized residual were examined in order to examine 

the data for homoscedasticity and identify problematic outliers (Figures 7-9). While the 

scatterplots for the Attitudes (Figure 7) and Intention/Willingness (Figure 8) subscales revealed 

no obvious pattern – indicating homoscedasticity – an unusual pattern was detected for the 

Perceived Behavioral Control subscale (Figure 9). Therefore, following the suggestions of 

Tabachnick & Fidell (2013), outliers were examined by comparing Mahalanobis distances to 

the critical chi-square value. A Chi-square table was consulted in order to identify the critical 

value as 20.52 for regression analyses using five predictor variables at an alpha level of .001. 

No cases had a Mahalanobis Distance value exceeding this critical value. Therefore, the 

assumptions of normality, linearity, and homoscedasticity were considered to be appropriately 

met.  

 

 

 

 

Figure 7.  Scatterplot of standardized residuals for attitudes 



78  

 

 

 

 

 

 
 Figure 9. Scatterplot of standardized residuals for perceived behavioral control 
 

 

Figure 8. Scatterplot of standardized residuals for  intention/willingness 
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Finally, collinearity diagnostics were performed in order to identify the presence of 

multicollinearity. These tests revealed no major violation of these assumptions. A correlation 

table was examined to verify the existence of significant correlations between the predictor 

variables and the dependent variable. To rule out the possibility of multicollinearity, 

correlations between predictor variables were also examined (Table 5), along with tolerance 

statistics for each predictor (Table 6). No correlation between predictor variables approached 

the recommended threshold of .7, and tolerance statistics were all considerably above .1. 

Combined, this indicates that multicollinearity was not an issue for the variables assessed in 

this study, and thus all variables were retained. 

 

Table 5. Correlation matrix of all study variables  

Measure 1 2 3 4 5 6 7 8   

1. Age cohort: Baby Boomer -          

2. Age cohort: Generation X - -         

3. Gender -.22* .05 -        

4. Occupation .17* .04 -

.31**

* 

-       

5. ISS  -

.28** 

.03 .03 .23** -      

6. ATCPS Attitudes -.14† .12 .07 .24** .36** .33**

* 

.32**

* 

-   

7. ATCPS Intention/Willingness -.19* .09 .28* -.28** -

.26**

* 

-.10 -.04 .00 -  

8. ATCPS Perceived 

Behavioral Control 
-.12 -.09 .27** -

.67*** 

-.18* -

.28** 

-

.28** 

-.23* .45**

* 

- 

†p < .1. *p < .05. **p < .01. ***p < .001.         
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Table 6. Collinearity Statistics for all Predictor Variables 

Measure Tolerance VIF 

1. Age cohort: Baby Boomer .74 1.36 

2. Age cohort: Generation X .88 1.13 

3. Gender .87 1.15 

4. Occupation .80 1.25 

5. ISS  .83 1.20 

 

Hypothesis Testing 

Prior to analysis, descriptive statistics were calculated to obtain a range, mean, and 

standard deviation for each linear variable and frequencies for each categorical variable.  The 

data were examined to ensure all assumptions of linear regression were met. Scatterplots were 

examined in order to examine the normality, linearity, and homoscedasticity of the data, as well 

as the presence of outliers. Additionally, collinearity diagnostics were performed in order to 

identify the presence of multicollinearity. These tests revealed no major violation of these 

assumptions.    

For each dependent variable, hypotheses were tested using multiple regression, 

correlations, and stepwise regression procedures. First all the predictor variables were entered 

simultaneously into a linear regression to determine the overall significance of the model. Then, 

the contribution of each of the variables to the model were then examined separately using 

Pearson’s correlation matrices to determine their individual significance in predicting the 

outcome variable. Finally, a stepwise regression analysis was conducted to determine which 

variable or combination of variables best predicted attitudes towards cyberbullying prevention.  

Attitudes Towards Cyberbullying Prevention: Research Questions 1-3 

 The first three research questions examined attitudes towards cyberbullying prevention, 

or the extent to which respondents express a belief in the benefits of cyberbullying prevention 
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programs. In order to understand the ability of gender, occupation, age cohort, and internet self-

efficacy to predict belief in the benefits of cyberbullying prevention, three research questions 

were posed, and a multiple regression, correlation matrix, and stepwise regression were 

conducted to answer each in turn.  The following three sections present the results pertaining to 

these research questions.  

Research Question 1. Research Question 1 asked: Among internet self-efficacy, 

occupation (teacher vs. mental health professional), gender, and age cohort, which variable or 

combination of variables predicts belief in the benefits of cyberbullying prevention programs? 

Multiple regression was used to answer this research question. Internet self-efficacy and 

occupation  were  significant predictors of attitudes towards the benefits of cyberbullying 

prevention programs  (F [5, 131] = 5.41, p < .001; Tables 7 & 8); this indicates that a higher 

level of general internet self- efficacy and occupation increases perceptions that cyberbullying 

prevention programs have positive benefits with teachers reporting more positive attitudes 

towards the benefits of cyberbullying prevention than mental health professionals. Gender and 

age cohort were found to not be a significant predictor towards belief in the benefits of 

cyberbullying prevention. Altogether, the model explained 17.1% of the variance in attitudes 

towards cyberbullying prevention.  

 

Table 7. Multiple Regression Model Summary for Research Question 1 

Model R R Square 

Std. Error of the 

Estimate F Significance 

1 0.414 0.171 4.139 5.408 .000 
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Table 8. Summary of Linear Regression Analysis Measuring the Effect of Age Cohort, 

Gender, Occupation, and Overall Internet Self-Efficacy on Attitudes towards 

Cyberbullying Prevention 
Variable  B SE 

B 
β t 

Age cohort      

Baby Boomer  -0.91 1.17 -
0.07 

-
0.78 

Generation X  0.75 0.79 0.08 0.95 
Gender  1.29 0.94 0.12 1.38 
Occupation  2.48** 0.93 0.24 2.68 
ISS full scale  0.13** 0.04 0.25 2.87 
†p < .1. *p < .05. **p < .01  ***p < .001.     

 

Research Question 2. Research Question 2 asked: What is the unique ability of level of 

internet self-efficacy, occupation (teacher vs. mental health professional), gender, and age 

cohort to predict belief in the benefits of cyberbullying prevention programs? The second 

research question required the analysis of the unique contribution of each variable towards 

predicting belief in the benefits of cyberbullying prevention.  Pearson correlation coefficients 

were examined for each of the predictive variables with the outcome variable (Table 9).  There 

was no statistically significant association between gender (r = .07, p = .41) or age cohort 

(Millennial,  r = -.01, p = .89; generation X,  r = .12, p = .16) and scores on the Attitudes 

subscale, although the correlation between being classified as a Baby Boomer and the Attitudes 

subscale approached statistical significant ( r = -.15, p = .09), providing very weak evidence 

that Baby Boomers may express less positive attitudes than either Millennials or Generation X. 

However, there were positive correlations between internet self-efficacy (r = .33, p < .001) and 

occupation (r = .25, p < .01). While these correlations were somewhat weak, they indicate that 

higher internet self-efficacy scores and being a teacher are both associated with more positive 

attitudes concerning the benefits of cyberbullying prevention. 

An examination of the correlation matrix reveals that both internet self-efficacy and 
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occupation significantly contributed to the prediction of attitudes towards cyberbullying 

prevention, with positive but fairly weak correlations in both cases indicating higher internet 

self-efficacy and being a teacher are associated with more positive attitudes towards 

cyberbullying prevention.  

Research Question 3. Research Question 3 asked: Among level of internet self-

efficacy, occupation (teacher vs. mental health professional), gender, and age cohort, which 

variable or combination of variables predicts belief in the benefits of cyberbullying 

prevention programs?  Stepwise regression procedures were conducted in order to examine 

which variable or combination of variables best predicted belief in the benefits of 

cyberbullying prevention, as measured by scores on the Attitudes subscale of the ATCPS. 

The stepwise regression procedure produced 3 models.   In the first model, gender and age 

cohort did not significantly predict belief in the benefits of cyberbullying prevention; 

neither variable was significantly associated with scores on the Attitudes subscale (Table 

11), nor was the model as a whole significant (F [3, 133] = 1.4, p =.25; Table 11). The 

second model was statistically significant (F [4, 132] = 4.5, p<.01; Table 11), revealing 

that the variables of gender, age cohort and occupation predicted 12% of the variance in the 

belief in the benefits of cyberbullying prevention (R2 = .119; Table 10). In this second 

Table 9. Correlation Matrix between Attitudes Subscale and Internet Self-

Efficacy, Gender, Occupation, & Age Cohort (N=137) 

 

Measure  1 2 3 4 5 6 7 

1. Attitudes  -       

2. Internet Self-efficacy .33*** -      

3. Gender .07 .03 -     

4. Occupation .25** .23** 
-

.31*** 
-    

5. Age cohort: Millennial -.01 .17† .11 -.16† -   

6. Age cohort: Generation X .12 .03 .05 .04 
-

.75*** 
-  

7. Age cohort: Baby 

Boomer 
-.15† 

-

.28** 
-.22* .17* 

-

.43*** 

-

.28** 
- 

†p < .1.  *p < .05.  **p < .01.  ***p < .001.   
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model, occupation was the only predictor variable reaching statistical significance.  The 

third model that included all variables including gender, age cohort, occupation, and 

internet self-efficacy offered the best prediction of belief in the benefits of cyberbullying 

prevention (F (5, 131] = 5.4, p<.001; Table 10). The model predicted 17% of the variance 

in scores on the Attitudes subscale (R2 = .171; Table 10). In this third model, occupation 

and internet self-efficacy were both statistically significant.   

Table 10. Stepwise Multiple Regression Models for Research Question 3 

Model R R Square 

Std. Error of the 

Estimate F Significance 

1 .174 .030 4.454 1.387 .250 

2 .345 .119 4.261 4.453 .002 

3 .414 .171 4.139 5.408 .000 
(Model 1 Predictors: gender and age cohort); (Model 2 Predictors: gender, age cohort, and 

 Occupation); (Model 3 Predictors:  gender, age cohort, occupation, and internet self-efficacy) 
 

 

Table 11. Summary of Stepwise Regression Models for Research Question 3 
 Model 1 Model 2 Model 3 

Variable B SE B β t B SE B β t B SE B β t 

Age cohort             

Baby Boomer -1.46 1.17 -0.11 -1.25 -2.01† 1.13 -0.16 -1.77 -0.91 1.17 -0.07 -0.78 

Generation X 0.83 0.84 0.09 0.93 0.55 0.81 0.06 0.68 0.75 0.79 0.08 0.95 

Gender 0.47 0.97 0.09 0.98 1.46 0.96 0.13 1.51 1.29 0.94 0.12 1.38 

Occupation - - - - 3.29*** 0.90 0.32 3.64 2.48** 0.93 0.24 2.68 

ISS full scale - - - - - - - - 0.13** 0.04 0.25 2.87 

†p < .1, *p < .05, **p < .01, ***p < .001. 

 

Intention to Participate in Cyberbullying Prevention: Research Questions 4-6 

Research questions four through six examined intention or willingness to participate in 

cyberbullying prevention. Once again, three research questions were posed in order to 

understand the ability of gender, occupation, age cohort, and internet self-efficacy to predict 

intention to participate in cyberbullying prevention. A multiple regression, correlation matrix, 

and stepwise regression analysis were conducted to answer each in turn.  The next three 
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sections present the results pertaining to these research questions.  

Research Question 4. Research Question 4 asked: Does level of internet self-efficacy, 

occupation (teacher vs. mental health professional), gender, and age cohort predict 

intention/willingness to participate in cyberbullying prevention programs?  A multiple 

regression analysis revealed a statistically significant model (F [5, 131] = 7.59, p < .001; 

Table12), explaining 22.5% of the variance in scores. Gender and occupation were both 

significant predictors of intent to participate in cyberbullying prevention, with women and 

mental health providers both indicating a higher level of intent to participate in cyberbullying 

prevention strategies (Table 13). Generational differences and internet self-efficacy were not 

significant predictors of intention to participate in cyberbullying prevention.  

 

Table 12.: Multiple Regression Model Summary for Research Question 4 

Model R R Square 

Std. Error of the 

Estimate F Significance 

1 0.474 0.225 4.701 7.587 .000 

 

 

Table 13. Summary of Linear Regression Analysis Measuring the Effect of Age Cohort, Gender, 

Occupation, and Overall Internet Self-Efficacy on Intention or Willingness to Participate in 

Cyberbullying Prevention 
Variable  B SE B β t 

Generation      

Baby Boomer  -2.06 1.32 -0.14 -1.55 

Generation X  0.89 0.90 0.08 0.99 
Gender  2.89** 1.07 0.22 2.72 

Occupation  -3.39** 1.05 -0.28 -3.23 
ISS full scale  0.04 0.05 0.08 0.89 

†p < .1. *p < .05. **p < .01. ***p < .001.     

 

 Research Question 5. Research Question 5 asked: What is the unique ability of level of 

internet self-efficacy, occupation (teacher vs. mental health professional), gender, and age 
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cohort to predict intention/willingness to participate in cyberbullying prevention programs? 

The fifth research question required the analysis of the unique contribution of each variable 

towards predicting intention/willingness to participate in cyberbullying prevention programs. 

Pearson correlation coefficients were examined for each of the predictive variables with the 

outcome variable (Table 14).  There was no significant association between internet self-

efficacy (r = .06, p = .51) or the age cohorts of Millennial (r = .08, p =.37) and Generation X (r 

= .12, p = .17) and scores on the Intention/willingness subscale.  However, there was a 

statistically significant weak correlation between Intention/willingness and the Baby Boomer 

age cohort (r = -.27, p < .01). This negative correlation indicates that Baby Boomers 

demonstrate lower intention or willingness to participate in cyberbullying when compared to 

the Millennial and Generation X cohorts. Additionally, there was a statistically significant 

positive correlation between gender and Intention/willingness (r = .34, p < .001), indicating that 

identifying as female may be associated with more intention or willingness to participate in 

cyberbullying prevention. Finally, there was a statistically significant negative correlation with 

occupation (r = -.35, p < .001), indicating that teachers are associated with a lower level of 

intention/willingness to participate in cyberbullying prevention when compared to mental 

health professionals.  

Table 14. Correlation Matrix between Intent Subscale and Internet Self-

Efficacy, Gender, Occupation, & Age Cohort (N=137) 

 

Measure  1 2 3 4 5 6 7 

1. Intent  -       

2. Internet Self-efficacy .06 -      

3. Gender .34*** .03 -     

4. Occupation -.35*** .23** 
-

.31*** 
-    

5. Age cohort: Millennial .08 .17† .11 -.16† -   

6. Age cohort: Generation X .12 .03 .05 .04 
-

.75*** 
-  

7. Age cohort: Baby 

Boomer 
-.27** 

-

.28** 
-.22* .17* 

-

.43*** 

-

.28** 
- 

†p < .1.  *p < .05.  **p < .01.  ***p < .001.   
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Research Question 6. Research Question 6 asked: Among level of internet self-

efficacy, occupation (teacher vs. mental health professional), gender, and age cohort, which 

variable or combination of variables predicts intention/willingness to participate in 

cyberbullying prevention programs? For the sixth research question an examination of which 

variables or combination of variables best predicted intention/willingness to participate in 

cyberbullying prevention programs was conducted using stepwise regression procedures. The 

stepwise regression procedure resulted in three models.  In the first model, gender and age 

cohort did significantly predict willingness to participate in cyberbullying prevention (F [3, 

133] = 8.6, p <.001; Tables 15 & 16). This model predicted 16% of variance in scores on the 

Intention/willingness subscale (Table 15). While the gender and Baby Boomer age cohort 

variable were significant, Generation X was not (Table 16). The second model (F [4, 132] = 

9.3, p<.001) showed predictive improvement over the first model, revealing that the variables 

of gender, age cohort and occupation predicted 22% of the variance in intention/willingness to 

participate in cyberbullying prevention (R2 = .220; Table 15). In the second model, gender and 

occupation were significant predictors of Intention/willingness scores, while the Baby Boomer 

variable was reduced to marginal significance (p > .1; Table 6).  Likewise, the third model that 

included all variables including gender, age cohort, occupation, and internet self-efficacy 

offered a slightly higher prediction of intention/willingness to participate cyberbullying 

prevention (F (5, 131] = 7.6, p<.001; Table 16). This final model predicted 23% of the variance 

in scores on the Intention/willingness subscale (R2 = .225; Table 15). As with the second 

model, the only significant variables within the model were gender and occupation, with age 

cohort and internet self-efficacy not reaching the threshold for statistical significance.  
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Table 15. Stepwise Multiple Regression Model for Research Question 6 

Model R R Square 

Std. Error of the 

Estimate F Significance 

1 .403 .163 4.848 8.619 .000 

2 .469 .220 4.697 9.303 .000 

3 .474 .225 4.701 7.587 .000 
(Model 1 Predictors: gender and age cohort); (Model 2 Predictors: gender, age cohort, and occupation; (Model 3 

Predictors:  gender, age cohort, occupation, and internet self-efficacy) 

 

 

Table 16. Summary of Stepwise Regression Models for Research Question 6 
 Model 1 Model 2 Model 3 

Variable B SE B β t B SE B β t B SE B β t 

Age cohort             

Baby Boomer -2.96* 1.28 -0.20 -2.31 -2.44† 1.25 -0.16 -1.96 -2.06 1.32 -0.14 -1.55 

Generation X 0.56 0.92 0.05 0.61 0.82 0.89 0.07 0.92 0.89 0.90 0.08 0.99 

Gender 3.88*** 1.05 0.30 3.69 2.95** 1.06 0.23 2.78 2.89** 1.07 0.22 2.72 

Occupation - - - - -3.10** 1.00 -0.25 -3.11 -3.39** 1.05 -0.28 -3.23 

ISS full scale - - - - - - - - 0.04 0.05 0.08 0.89 

†p < .1, *p < .05, **p < .01, ***p < .001. 

 

Perceived Behavioral Control to Participate in Cyberbullying Prevention: Research 

Questions 7-9 

 Finally, the last three research questions examined the ability of gender, occupation, age 

cohort, and internet self-efficacy to predict perceived behavioral control to participate in 

cyberbullying prevention. Once again, three research questions were posed, and a multiple 

regression, correlation matrix, and stepwise regression was conducted to answer each in turn. 

The following three sections consider the results of these analyses.  

Research Question 7. Research Question 7 asked: Does level of internet self-efficacy, 

occupation (teacher vs. mental health professional), gender, and age cohort predict perceived 

behavioral control to participate in cyberbullying prevention programs?  Multiple regression 

was used to answer this research question, with the overall model explaining 55.5% of the 
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variance in scores (F [5,131] = 32.62, p < .001; Table 17). Occupation was a statistically 

significant predictor, with teachers demonstrated lower perceived behavioral control than 

mental health professionals. Additionally, internet self-efficacy was marginally significant in 

predicting Perceived Behavioral Control scores, providing very weak evidence that a higher 

level of internet self-efficacy may be associated with the perception of more barriers to 

participating in cyberbullying prevention. Gender and age cohort were found to not be a 

significant predictor towards perceived behavioral control in participating in cyberbullying 

prevention (Table 18).  

 

Table 17. Multiple Regression Model Summary for Research Question 7 

Model R R Square 

Std. Error of the 

Estimate F Significance 

1 0.745 0.555 3.386 32.620 .000 

 

 

 

Table 18. Summary of Linear Regression Analysis Measuring the Effect of Age Cohort, 

Gender, Occupation, and Overall Internet Self-Efficacy on Perceived Behavioral Control 

Towards Participating in Cyberbullying Prevention 
Variable  B SE B β t 
Age cohort      

Baby Boomer  -0.66 0.95 -
0.05 

-0.70 

Generation X  -0.55 0.65 -
0.05 

-0.85 

Gender  1.02 0.77 0.08 1.33 

Occupation  -7.76*** 0.76 -
0.67 

-
10.27 

ISS full scale  -0.07† 0.04 -
0.12 

-1.88 

†p < .1. *p < .05. **p < .01. ***p < .001     

 

Research Question 8. Research Question 8 asked: What is the unique ability of level of 

internet self-efficacy, occupation (teacher vs. mental health professional), gender, and age 

cohort to predict perceived behavioral control to participate in cyberbullying prevention 
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programs? The eighth research question required the examination of the unique contribution of 

each variable towards predicting perceived behavioral control to participate in cyberbullying 

prevention.  Pearson correlation coefficients were examined for each of the predictive variables 

with the outcome variable (Table 19). The results showed weak-to-moderate correlations for 

both internet self-efficacy (r = -.26, p < .01) and gender (r = .29, p < .01) and a strong 

correlation for the variable of occupation (r = -.73, p < .001). None of the age cohorts were 

statistically significantly correlated with perceived behavioral control at the p < .05 level, 

though the Millennial variable did approach statistical significance (Millennial – r = .15, p = 

.08; Generation X – r = -.07, p = .44; Baby Boomer – r = -.13, p = .13). These results indicate 

that internet self-efficacy, gender, and occupation all uniquely contribute to predicting 

perceived behavioral control to participate in cyberbullying prevention. In the case of internet 

self-efficacy and occupation this correlation was negative, indicating that higher internet self-

efficacy and being a teacher is associated with lower perceived behavioral control to participate 

in cyberbullying prevention, while the positive correlation between gender and perceived 

behavioral control indicate that women have a higher level of perceived behavioral control than 

men.  

Table 19. Correlation Matrix between Perceived Behavioral Control Subscale 

and Internet Self-Efficacy, Gender, Occupation, & Age Cohort (N=137) 

 

Measure  1 2 3 4 5 6 7 

        

1. Perceived Behavioral 

Control  
-       

2. Internet Self-efficacy -.26** -      

3. Gender .29** .03 -     

4. Occupation -.73*** .23** 
-

.31*** 
-    

5. Age cohort: Millennial .15† .17† .11 -.16† -   

6. Age cohort: Generation X -.07 .03 .05 .04 
-

.75*** 
-  

7. Age cohort: Baby Boomer -.13 
-

.28** 
-.22* .17* 

-

.43*** 
-.28** - 

†p < .1.  *p < .05.  **p < .01.  ***p < .001.   
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Research Question 9. Research Question 9 asked: Among level of internet self-

efficacy, occupation (teacher vs. mental health professional), gender, and age cohort, which 

variable or combination of variables predicts perceived behavioral control to participate in 

cyberbullying prevention programs? For the ninth research question an examination of which 

variables or combination of variables best predicted perceived behavioral control to participate 

in cyberbullying prevention programs was conducted using stepwise regression procedures. 

The stepwise regression procedure produced three models. The first model, including gender 

and age cohort, was statistically significant overall, and predicted perceived behavioral control 

to participate cyberbullying prevention (F [3, 133] = 4.9, p<.01) and explained 10% of the 

variance in scores on the perceived behavioral control subscale (R2 = .100; Table 20). In this 

model, the only statistically significant predictor was gender; both age cohort variables were 

non-significant. The second model (F [4, 132] = 39.1, p<.001) demonstrated marked 

improvement over this first model, revealing that the variables of gender, age cohort and 

occupation predicted 54% of the variance in the perceived behavioral control to participate in 

cyberbullying prevention (R2 = .543; Table 20). When occupation was added into this second 

model, gender was no longer statistically significant, and the only significant predictor of 

perceived behavioral control was occupation.  However, the third model (F (5, 131] = 32.6, 

p<.001) provided a slightly better prediction of perceived behavioral control, explaining 56% 

of the variance in perceived behavioral control to participate in cyberbullying prevention (R2 = 

.555; Table 20). This indicates that the combination of all variables best predicts attitudes 

concerning perceived barriers to participating in cyberbullying prevention. In this model, 

occupation remained the only statistically significant variable at p < .05, although internet self-

efficacy approached statistical significance (p > .1; Table 21).  
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Table 20. Stepwise Multiple Regression Model for Research Question 9 

Model R R Square 

Std. Error of the 

Estimate F Significance 

1 .317 .100 4.776 4.947 .003 

2 .737 .543 3.419 39.137 .000 

3 .745 .555 3.386 32.620 .000 
(Model 1 Predictors: gender and age cohort); (Model 2 Predictors: gender, age cohort, and occupation); (Model 3 

Predictors:  gender, age cohort, occupation, and internet self-efficacy) 

 

 

 

Table 21. Summary of Stepwise Regression Models for Research Question 9 
 Model 1 Model 2 Model 3 

Variable B SE B β t B SE B β t B SE B β t 

Age cohort             

Baby Boomer -1.43 1.26 -0.10 -1.14 -0.07 0.91 -0.01 -0.08 -0.66 0.95 -0.05 -0.70 

Generation X -1.14 0.91 -0.11 -1.26 -0.44 0.65 -0.04 -0.68 -0.55 0.65 -0.05 -0.85 

Gender 3.39** 1.04 0.28 3.27 0.93 0.77 0.08 1.21 1.02 0.77 0.08 1.33 

Occupation - - - - -8.19*** 0.73 -0.71 -
11.30 

-7.76*** 0.76 -0.67 -10.27 

ISS full scale - - - - - - - - -0.07† 0.04 -0.12 -1.88 

†p < .1, *p < .05, **p < .01, ***p < .001. 



93  

Summary 

In this chapter, the data were analyzed via a series of steps in order to answer each 

research question. The first step was to describe the sample to better understand from where the 

data originated and the unique characteristics of study participants. The second step was to assess 

the data to determine whether the assumptions required for a multiple regression analysis were 

met. Then, each of the nine research questions were analyzed for predictive capability. 

The first three research questions examined the ability of gender, occupation, age cohort, 

and internet self-efficacy to predict attitudes towards cyberbullying prevention, or the extent to 

which respondents express a belief in the benefits of cyberbullying prevention programs.  In 

answering research question one, a multiple regression analysis revealed significant results 

indicating that the variables of internet self-efficacy and occupation predicted a belief in the 

benefits of cyberbullying prevention. The second question asked about the unique contribution of 

each variable in predicting belief in the benefits of cyberbullying prevention. An examination of 

the correlation matrix reveals that both internet self-efficacy and occupation significantly 

contributed to the prediction of attitudes towards cyberbullying prevention, with positive but 

weak correlations in both cases indicating higher internet self-efficacy and being a teacher are 

associated with more positive attitudes towards cyberbullying prevention. Research question 

three revealed in a stepwise regression the combination of the variables of age cohort, gender, 

occupation, and internet self-efficacy (model 3) best predicted belief in the benefits of 

cyberbullying prevention. 

Research questions four through six examined the ability of gender, occupation, age 

cohort and internet self-efficacy to predict intention/ willingness to participate in cyberbullying 

prevention or the extent to which respondents’ express intent to participate in cyberbullying 

prevention programs.  To answer research question four, a multiple regression analysis revealed 
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significant results indicating that the variables of gender and occupation predicted 

intention/willingness to participate in cyberbullying prevention. The fifth research question 

asked about the unique contribution of each variable in predicting intention or willingness to 

participate in cyberbullying prevention. An examination of the correlation matrix revealed a 

statistically significant positive correlation between gender and intention/willingness, indicating 

that identifying as female may be associated with more intention or willingness to participate in 

cyberbullying prevention. Additionally, there was a statistically significantly negative correlation 

with age cohort. Baby Boomers indicated a lower intention or willingness to participate in 

cyberbullying when compared to the Millennial and Generation X cohorts. Results also indicated 

a statistically significant correlation with occupation, indicating that teachers are associated with 

a lower level of intention/willingness to participate in cyberbullying prevention when compared 

to mental health professionals.   Research question six revealed in a stepwise regression the 

combination of the variables of age cohort, gender, occupation, and internet self-efficacy (model 

3) best predicted intention/willingness to participate in cyberbullying prevention programs.  

Research questions seven through nine examined the ability of gender, occupation, age 

cohort, and internet self-efficacy to predict perceived behavioral control to participate in 

cyberbullying prevention or the extent to which respondents’ express volition to participate in 

cyberbullying prevention programs.  The multiple regression analysis revealed significant 

results indicating that the variable of occupation predicted perceived behavioral control to 

participate in cyberbullying prevention, with teachers demonstrating lower perceived 

behavioral control than mental health professionals. The eighth research questions asked about 

the unique contribution of each variable in predicting perceived behavioral control to 

participate in cyberbullying prevention.  An examination of the correlation matrix revealed that 

both internet self-efficacy and gender showed weak-to-moderate correlation with perceived 
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behavioral control to participate in cyberbullying prevention and occupation resulted in a 

strong correlation, indicating that internet self-efficacy, gender, and occupation all uniquely 

contribute to predicting perceived behavioral control to participate in cyberbullying prevention.  

Research question nine revealed in a stepwise regression the combination of the variables of 

age cohort, gender, occupation, and internet self-efficacy (model 3) best predicted perceived 

behavioral control to participate in cyberbullying prevention programs. The next chapter will 

consider the conclusions and implications that can be surmised from these findings. 
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CHAPTER 5. DISCUSSIONS, IMPLICATIONS, RECOMMENDATIONS 

The preceding chapters provided context for this dissertation, reviewed the literature, 

discussed the research methodology, then presented the results of the statistical analysis 

conducted. This information allows for an assessment of whether and how the results of this 

dissertation answered the research questions posed.  More specifically, this research intended to 

quantitatively evaluate attitudes toward and the willingness of community stakeholders (e.g., 

teachers and mental health professionals) to participate in cyberbullying prevention and 

intervention programs.  

Chapter 5 provides a synthesis and evaluation of the results obtained in this research 

project in relation to previously reviewed literature. First, the methods and results of this study 

are summarized. Next, the results are discussed within the context of the research questions 

posed and the research design used.  Subsequently, the chapter discusses the conclusions that can 

be drawn from these results relative to the theoretical frameworks and prior literature underlying 

the study. Next, the limitations of this research are reviewed, followed by a thorough 

examination of the implications for the community of practitioners. Recommendations for future 

research are then discussed. Finally, the dissertation conclusion provides final statements on the 

results and merit of this study.  

Summary of the Results 

Previous research has well established that today’s generation of youth and young adults 

are intimately inspired by digital networking technology that influences their socialized digital 

communication (Collier, 2012; Nguyen, 2011; Sahin et al., 2010). Similarly, it was established 

that adults are tasked to nurture and educate younger generations while simultaneously being 

consistent role models of appropriate netiquette and beneficial cyber behaviors. (Hinduja & 
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Patchin, 2010). What was not known was if adults possess attitudes that allow for literacy in 

netiquette while incorporating digital devices into their everyday existence. If community 

stakeholders do not view cyberbullying as a collective problem, or one worthy of concentrating 

family or professional focus, cyberbullying prevention or interventions are less likely to see 

positive outcomes (Stauffer, 2011). For this reason, evaluating the attitudes and perceptions 

concerning cyberbullying prevention among community stakeholders (e.g.,  teachers and mental 

health professionals) is necessary.  

As modern society continues to move toward an age that is characterized by technology, 

mass consumption of information, and communication among users, there is a pressing need for 

recognition of the risks associated with online interactions, including cyberbullying behaviors. A 

plethora of research demonstrates that cyberbullying often results in a series of harmful effects, 

which can impact one’s educational success and psychological well-being (e.g. Bonanno & 

Hymel, 2013; Duggan, 2017; Hinduja & Patchin, 2007; Winkelman et al., 2015). Attention 

towards cyberbullying prevention cannot only focus on children and adolescents; it must evolve 

further to include parents, educators, and the larger community as well.  

The purpose of this dissertation was to quantify the internet self-efficacy of teachers and 

mental health professionals and their attitudes towards cyberbullying prevention programs. In 

particular, this study was designed to examine the extent to which internet self-efficacy predicted 

adult attitudes concerning the benefits of cyberbullying prevention, intention to participate in 

cyberbullying prevention, and perceived behavioral control over participation in cyberbullying 

prevention among teachers and mental health professionals in Minnesota. Understanding how 

adult internet self-efficacy influences these professionals’ attitudes towards cyberbullying 

prevention begins to fill the gap in our knowledge of how best to intervene to prevent cyber 

transgressions. 
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To answer the research questions posed in this study, a quantitative methodology was 

employed to assess multiple predictor variables on a single outcome variable that was measured 

using three individual subscales (Creswell & Creswell, 2018). Data were collected via an online 

survey from teachers and mental health professionals in the state of Minnesota.  This 

correlational study used standard multiple linear regression. With the goal of investigating 

factors related to attitudes towards cyberbullying prevention, four predictor variables were 

examined in this study: (a) internet self-efficacy, (b) occupation, (c) gender, and (d) age cohort. 

The outcome variable of attitudes towards cyberbullying prevention was captured using three 

individual subscales measuring belief in the benefits of cyberbullying prevention (Attitudes), 

intention/willingness to participate in cyberbullying prevention (Intention/willingness), and 

perceived behavioral control over successfully engaging in cyberbullying prevention (Perceived 

Behavioral Control).      

Analyses revealed a statistically significant relationship between the predictor variable of 

occupation and all three subscales of attitude towards cyberbullying prevention programs. While 

mental health providers exhibited a stronger intention to participate in cyberbullying prevention 

and the perception of fewer barriers to cyberbullying prevention, teachers were found to have 

more positive attitudes concerning the effectiveness of those prevention efforts.  Women also 

indicated a higher level of willingness/intent to participate in cyberbullying prevention programs 

when compared to men, although there were no gender differences in attitudes or perceived 

behavioral control. Furthermore, Internet self-efficacy was a significant predictor of attitudes 

towards cyberbullying prevention programs.  Age cohort, on the other hand, was not a significant 

variable in any of the regression models, though there was a negative correlation between the 

Baby Boomer age cohort and the Intent subscale. The next few sections will provide a broader 

and deeper discussion of these results in order to draw conclusions and consider implications for 
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research and practitioner communities.  

Recent Literature 

During the investigative process of this dissertation, an academic search was conducted 

to locate new literature on the topic published while this project was being accomplished. 

Utilizing the Capella University Library search engine Summon (Capella University, 2019), 

multiple keywords and phrases were searched for additional literature:  cyberbullying; young 

adults; adult cyberbullying; cybertransgressions; internet self-efficacy; adult digital-device use; 

adult cybertransgressions; cyberbullying prevention and adults. Presently, there is no evidence 

of additional published literature on the topic of internet self-efficacy and attitudes towards 

cyberbullying prevention programs.  

Discussion of the Results 

The analyzed sample size was N = 137. Much of the sample (53.3%) was categorized as 

Millennial - born between 1981 and 2000. An additional 32.8% of the sample was categorized 

as Generation X--born between 1965 and 1980 and the remaining 13.9% were Baby Boomer-- 

born between 1946 and 1964. Additionally, most of the sample identified as female (79.6%) 

and worked as a mental health provider (75.9%).  While the gender breakdown of this sample is 

reflective of the female-majority fields of teaching and mental health provision, other sample 

characteristics may have been, in part, influenced by the recruitment strategy utilized. For 

instance, the comparatively large amount of mental health professionals included in the sample 

may be partially explained by the effectiveness of targeting recruitment of mental health 

providers using two Facebook group pages designed specifically for mental health 

professionals, while teachers were only recruited through posts on the general news feed of 

LinkedIn. Furthermore, the large proportion of respondents identifying as Millennial may be 

partially explained by this online recruitment strategy, as younger professionals may be more 
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likely to engage in these social media platforms.  

 The first three research questions examined attitudes towards cyberbullying prevention, 

or the extent to which respondents express a belief in the benefits of cyberbullying prevention 

program. More specifically, research questions one through three examined the ability of gender, 

occupation, age cohort and internet self-efficacy to predict attitudes towards cyberbullying 

prevention programs.  A regression analysis revealed that internet self-efficacy was a significant 

predictor in the belief in the benefits of cyberbullying prevention.   Increases in efficacy in 

general Internet usage, ability to share information on the Internet, or ability to communicate and 

connect with others on the Internet were associated with slightly more positive attitudes 

concerning the effectiveness of cyberbullying prevention strategies. This suggests that when 

teachers and mental health professionals are more confident in their own ability to use digital 

devices to share and communicate within cyber spaces, they also exhibit greater confidence in 

the ability of prevention programs to effectively address cyberbullying. Understanding the level 

of internet self-efficacy as it relates to the implementation of preventative community programs 

helps to define a fundamental self-confidence in the stakeholder’s ability to participate in 

prevention programs. To put another way, when implementing individual, family or community 

wide- prevention programs, confidence in cyber behaviors is crucial to buy-in concerning overall 

program success.  

The predictor variable of Occupation also significantly predicted belief in the benefits of 

cyberbullying preventions programs, with teachers reporting more positive attitudes towards the 

benefits of cyberbullying prevention programs than mental health professionals. That is to say, 

when controlling for internet self-efficacy, gender, and age cohort, teachers displayed more 

positive attitudes toward cyberbullying prevention than mental health professionals. This 

difference in attitude makes logical sense given that nearly all cyberbullying prevention 
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programs have been implemented within academic institutions. Education administrators and 

teachers were on the forefront of establishing much of the rules and regulations during the 

formative years of identifying the phenomena of cyberbullying and developing cyber ethic 

protocol. Thus, educationalists may have developed a deeper understanding about the importance 

of positively proactive intervention and prevention of cyber transgressions.  On the other hand, 

this finding brings forth a limitation of this study. This research did not employ a control group, 

so there is no way to determine how teachers and mental health professionals compare to other 

social service professionals or to the general population.  

 Conversely, gender and age cohort were not found to be significant predictors of belief 

in the benefits of cyberbullying prevention. Interpretation of findings concerning age may be 

limited by the measurement of age as a categorical variable capturing generational cohort, rather 

than a continuous variable. Future research should continue to explore the potential impact of 

age on attitudes towards cyberbullying prevention. Additionally, research investigating a broader 

population of adults may find significant associations with gender and age that are not present 

among teachers and mental health professionals. 

 Research Questions 4-6 examined the ability of gender, occupation, age cohort and 

internet self-efficacy to predict intention/ willingness to participate in cyberbullying prevention 

or the extent to which respondents’ express intention to participate in cyberbullying prevention 

programs.  This study yielded significant findings concerning both occupation and gender in 

predicating the intention to participate in cyberbullying prevention programs. Women and mental 

health providers both indicated a higher level of intent to participate in cyberbullying prevention 

than males or teachers. Interestingly, while teachers were more likely to report stronger beliefs in 

the effectiveness of cyberbullying prevention (Research Question 1), mental health providers 

were more likely to participate in these prevention strategies. This finding will be discussed in 
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concert with additional findings from this dissertation, as well as the existing literature base, in 

future sections.  

The predictor variable age cohort was not a statistically significant predictor of intent to 

participate in cyberbullying prevention in the multivariate model. However, significant 

associations were found between age cohort and intention to participate in the correlation 

analysis used to answer research question five, with respondents categorized as Baby Boomer 

displaying lower scores on the Intention/willingness subscale than those categorized as 

Millennial or Generation X.  It is possible that Baby Boomers are less likely to demonstrate high 

internet self-efficacy than younger professionals, and so the variable may lose significance when 

controlling for the level of internet self-efficacy, as demonstrated in the stepwise regression 

procedures carried out to answer Research Question 6. Furthermore, as with attitudes towards 

cyberbullying prevention, stronger findings related to age may have been found by measuring 

age as a continuous variable, rather than categorically as generation-based age cohorts. 

Additional research should continue to explore differences in willingness to participate in 

cyberbullying prevention by age.  

Finally, internet self-efficacy was, somewhat surprisingly, not associated with intention or 

willingness to engage in cyberbullying prevention efforts in either the correlation or regression 

analyses. Because many of the cyberbullying prevention strategies included in the 

intention/willingness subscale are likely to occur offline (e.g. enroll in a community-sponsored 

cyberbullying education program; act as a peer counselor for others who are victims of 

cyberbullying), the relationship between intention to participate in these strategies and internet 

self-efficacy may be minimal. Alternatively, the measure used to capture internet self-efficacy 

may not be nuanced enough to capture levels of internet self-efficacy among professionals like 

teachers and mental health providers, particularly those who use a digital device daily and are 
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actively engaged in social media sites like Facebook and LinkedIn. Given this sample’s 

relatively high scores on the internet self-efficacy scale, future research may need to explore 

different tools in order to measure a broader range of efficacy in online engagement among 

populations of working professionals like teachers and mental health providers.  

Research questions seven through nine examined the ability of gender, occupation, age 

cohort, and internet self-efficacy to predict perceived behavioral control to participate in 

cyberbullying prevention programs. The multiple regression and correlation analyses revealed 

occupation was statistically significantly associated with perceived behavioral control, indicating 

that teachers perceived more barriers to participating in cyberbullying prevention programs than 

did mental health professionals.  This finding contributes to a broader understanding of why, 

compared to mental health professionals, teachers indicate less intention or willingness to engage 

in cyberbullying prevention (Research Questions 4-6), even though they express slightly more 

positive attitudes concerning the benefits of cyberbullying prevention (Research Questions 1-3). 

In other words, while teachers are more likely to believe cyberbullying prevention produces 

positive outcomes, they perceive more limits on their own ability to successfully engage in these 

efforts, and thus express less willingness to do so. The next section will situate this finding in the 

broader literature base in order to provide additional context and interpretation.  

Next, the variables of gender and age cohort were not significantly associated with 

perceived behavioral control to participate in cyberbullying prevention in the regression model. 

In the case of gender, this was at odds with the correlation analysis, which indicated that men 

perceived greater barriers to engaging in cyberbullying. Gender lost statistical significance after 

occupation was added to the model (Research Question nine). This suggests that the apparent 

effects of gender on perceived barriers are explained by that variable’s association with 

occupation. This should continue to be explored in future research.  
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 Furthermore, internet self-efficacy was only marginally significant in the multivariate 

regression model.  As with gender, this was in opposition to the significant negative correlation 

found between internet self-efficacy and perceived behavioral control (Research Question 8). 

Again, future research should consider exploring different measures of internet self-efficacy in 

order to capture more precise differences within populations demonstrating a generally high level 

of confidence in navigating their online experiences.  

Conclusions Based on the Results 

The purpose of this study was to quantify the Internet self-efficacy of teachers and mental 

health professionals and their attitudes towards cyberbullying prevention programs. Nine 

research questions were developed. The first three questions considered the predictive value of 

Internet self-efficacy, occupation, gender or age cohort in estimating attitudes concerning the 

benefits of cyberbullying prevention. Questions 4-6 asked the predictive value of Internet self-

efficacy, occupation, gender or age cohort concerning intention/willingness to participate in 

cyberbullying prevention programs. Lastly, the final three questions asked the predictive value of 

Internet self-efficacy, occupation, gender or age cohort in estimating the level of perceived 

behavioral control to participate in cyberbullying prevention programs.   

In reviewing the results obtained in this dissertation, it may be most advantageous to note 

the non-significant results first.  At no time in the multiple regression analysis was the predictor 

variable of age cohort (e.g.,  Baby Boomer, Generation X or Millennial) significantly predictive 

within the three subscales of attitudes towards cyberbullying prevention. This dissertation 

utilized the generational definitions as defined in the research by Smola and Sutton (2002) when 

terming the parameters of the age cohort variable. The authors identified generational groups as 

a group of individuals not only born within a particular period of time, but who also share social 

and historical events along with ethics, values, attitudes, and shared language or slang (pg. 364). 
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It is certainly possible that as society begins to communicate via cyber methodologies that were 

not even conceived a generation ago, large generational parameters may have become quite 

antiquated due to how quickly digital use is culturally and socially accepted.  Future research 

must address age with more specificity than large generational parameters allow for. 

One time, respectively, were the variables of gender and internet self-efficacy statistically 

significant predictors of opinions concerning cyberbullying prevention. While gender was 

associated with intention/willingness to engage in cyberbullying prevention -with females 

demonstrating a higher level of intention – internet self-efficacy was positively associated with 

attitudes towards cyberbullying prevention.  The predictor variable of occupation was significant 

in all three models, with teachers holding more positive attitudes regarding the benefits of 

cyberbullying prevention programs and with mental health professionals reporting a greater 

intent or willingness to participate in cyberbullying prevention programs and fewer barriers to 

doing so. 

Comparison of the Findings With the  

Theoretical Framework and Previous Literature 

 

The theoretical frameworks for this study are based on Bandura’s (1977) self-efficacy 

theory and Ajzen’s (1985) theory of planned behavior. Self-efficacy arises from the gradual 

acquisition of complex cognitive, social, and/or physical skills that are brought forth from 

familiar behaviors (Bandura, 1982). Consequently, individuals will evaluate information about 

their proficiencies and then normalize their behavioral preferences accordingly. Moreover, self-

efficacy is an individualized self-perception that can vary across activities and situational 

circumstances, not just a global disposition of behavioral tendency (Bandura, 1986). A 

multidimensional measure of self-efficacy with the situational context of Internet usage was the 

indicator for evaluating the infusion of digital technology and attitude towards cyberbullying 
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prevention during this study. Internet self-efficacy is generally considered to be the 

examination of individuals’ self-reported confidence in their overall skills and knowledge of 

functioning within digital devices in an Internet-based environment (Tsai, Lin, & Tsai, 2001). 

The second conceptual framework underlying this dissertation is the theory of planned 

behavior (Ajzen, 1985).  Ajzen’s work investigates individuals’ behavioral intentions. Intentions 

secure the motivational dynamics that inspire behaviors. Put another way, intentions provide 

indications of the dedication and effort one will exercise to perform a noted behavior (Ajzen, 

1991). Thus, intentions can be deemed as beliefs toward behaviors. Combined, these two well-

established theoretical frameworks support the connection between individuals’ level of Internet 

self-perception and behavioral intention as it relates to their objective to perform a given 

behavior. These theoretical relationships are further discussed as they relate to the research 

questions put forth and the subsequent statistical results obtained. 

 The findings in this study indicate that internet self-efficacy in usage, sharing, and 

communication was significantly associated with attitudes towards cyberbullying prevention 

programs, with respondents reporting higher internet self-efficacy expressing more positive 

attitudes towards the effectiveness of cyberbullying prevention. Similar results were obtained by 

Liang and Wu (2010), who found that nurses with higher internet self-efficacy tend to reveal 

higher motivation for web-based activities. Likewise, a study conducted by Liang and Chang 

(2011) indicated that nurses’ internet self-efficacy is positively related to their attitudes toward 

digital activities. Self-efficacy has also been found to be a common factor in the literature related 

to high school teachers’ ability to understand the tenants of cyberbullying (Li, 2008), which may 

in turn influence attitudes about cyberbullying prevention. In this dissertation, the combined 

measure of internet self-efficacy was also a marginally significant predictor of perceived 

behavioral control to participate in cyberbullying prevention programs. In this case, however, 
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increases in internet self-efficacy were associated with the perception of greater barriers to 

engaging in cyberbullying prevention. Future research is needed to further illuminate the 

relationship between internet self-efficacy and attitudes towards cyberbullying prevention.  

 This dissertation yielded unexpected findings concerning occupation. While teachers 

demonstrated, on average, more positive beliefs about the effectiveness of cyberbullying 

prevention, they also indicated they were less likely to participate in prevention activities, and 

perceived greater barriers in doing so, when compared to mental health providers. Previous 

research has indicated that teachers generally believe cyberbullying has negative consequences 

for their students and would address cyberbullying if they knew it was present (Li, 2008; Stauffer 

et al., 2012). In recent years, elementary, high schools and university campuses have 

implemented safety measures in their quest to prevent bullying and instruct educators on best 

cyberbullying practices (DeVoe & Murphy, 2011). Schools throughout the United States have 

participated in training designed to handle bullying problems, to recognize such behaviors and 

have implemented zero tolerance programs (Alsaker, 2004; Newman-Carlson & Horne, 2004).  

Benitez, Garcia-Berben, and Fernandez-Cabezas (2009) cited significant improvement in 

teachers’ self-efficacy in cyberbullying intervention when prevention programs had been taught.  

Similar results were noted in teachers’ knowledge, skills and internet self- efficacy after 

receiving Internet training in both bullying and cyberbullying prevention (Newgent, Higgins, 

Lounsberry, Behrend, & Keller, 2011).  At the same time, research has found a general lack of 

confidence in identifying and managing cyberbullying among pre-service teachers, as well as a 

belief that schools should do more to develop policies, work with parents, and provide training to 

staff in order to address cyberbullying (Li, 2008). 

Taken together, these prior findings and the results of this dissertation suggest that while 

teachers believe cyberbullying is harmful to students and should be addressed through 
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preventative efforts, teachers themselves do not feel fully able to participate in these prevention 

strategies. Ajzen’s (2015) theory of planned behavior may provide a foundation from which to 

understand these findings.  The theory of planned behavior asserts that beliefs about behavior are 

influenced by thoughts about the consequences of behavior, society’s response to behaviors, and 

control factors which influence public behavior. That is to say, teachers’ lower willingness to 

participate in cyberbullying prevention programs may be influenced by determinants such as 

social opposition to intervention tactics. Teachers most often educate in a group setting, where 

their instruction is received by many students and the overall group is the predominate focus.  

Thus, teachers’ lower willingness to intervene may be related to a lack of administrative time to 

utilize the most efficacious intervention or preventative measures.  

As noted above, the results of this study suggest teachers reported more barriers to 

cyberbullying program participation. Put another way, teachers were less likely to strongly 

believe cyberbullying prevention was a behavior under their volitional control (Ajzen, 2015).  It 

is possible these teachers experienced social pressure to proactively support cyberbully 

prevention, felt empathy for cyberbully participants, and believe there should be interventions to 

stop cyber transgressions.  However, when mandated social programs, such as cyberbullying 

prevention are required within the classroom, teachers may feel the pressure of greater 

institutional direction (Eden et al., 2013; Yilmaz, 2010), which creates the perception of more 

barriers to cyberbullying prevention, and thus teachers indicate a lower willingness to engage in 

this prevention, when compared to mental health professionals. 

Age cohort was not found to be a significant predictor in any of the regression models 

conducted in this dissertation. While previous research does indicate that online harassment is 

prevalent across all age groups, younger populations are more likely to experience online 

harassment (Duggan, 2017), in part due to the increased amount of time younger adults spend 
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online (Davidson & Stein, 2014; Patchin & Hinduja, 2012). It is possible that, because this 

study’s sample all engaged in at least some Internet activity, age was not a major factor in 

experiences of cyberbullying, and thus did not affect attitudes towards cyberbullying prevention. 

Additional research is needed to further explore the relationship between age and attitudes 

concerning cyberbullying and its prevention. As previously discussed, measuring age as a 

continuous variable may help capture significant associations that were not uncovered in this 

analysis.  

Finally, in multivariate models, gender was only found to be associated with intention or 

willingness to participate in cyberbullying prevention. Aligning with previous findings, females 

expressed a higher level of intent, on average, than males. Previous research has evidenced that 

female participants were more concerned about cyberbullying than male participants (Yilmaz, 

2010). Although males may have a relatively higher level of awareness of cyberbullying than 

females, male high school teachers have been shown to be less likely consider cyberbullying a 

problem, feel it is their responsibility to address, and more likely to ignore instances of 

cyberbullying (Sezer, Yilmaz, & Karaoglan-Yilmaz, 2015). In collaboration with the results 

obtained in this study, it may be that that women reveal a willingness to participate in 

cyberbullying prevention programs because they define the phenomena of cyberbullying as more 

problematic, both socially and individually. 

Interpretation of the Findings 

As previously noted, the present study was based on the theoretical platforms of 

Bandura’s (1977) self-efficacy theory and Ajzen’s (1985) theory of planned behavior. The nine 

research questions were directly linked to the previous work of these scholars.  As such, the 

multiple regression analysis revealed a significant relationship between occupation and all three 

subscales of attitude toward cyberbullying prevention.  This finding may indicate that one’s 
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choice of profession or work environment may impact attitudes towards cyber transgressions. 

The results indicated that teachers generally have a more positive attitude concerning the 

effectiveness of cyber prevention efforts, while mental health professionals were found to have a 

stronger intention to participate and perceived fewer barriers in participating. Many of the 

current cyberbullying prevention programs are implemented within educational institutions 

(Brock et al., 2014; Deschamps & McNutt, 2016; Sezer et al., 2015). It is understandable that 

teachers scored lower on their willingness to participate in additional prevention programs 

because cyberbullying prevention is already part of their mandated educational curricula. This 

seems to suggest that attitude alone is not an exclusive indicator of an individual’s tendency to 

engage in cyberbullying prevention.  

While women indicated a higher level of willing/intent to participate in cyberbullying 

prevention when compared to men, there were no statistically significant associations between 

gender and attitudes concerning the benefits of cyberbullying, nor was gender a significant 

predictor of perceived behavioral control in the multivariate regression model. While this 

aligns to some extent with previous research finding men are less likely to take responsibility 

in addressing cyberbullying (Sezer et al., 2015), this result may also be somewhat skewed in 

that close to 80% of the sample identified as female, and a higher proportion of females within 

the sample were mental health professionals. There was no evidence of age or generational 

influence, location of residence, or parental status in any of the cyberbullying prevention 

subscales. Additional research should continue to explore the role of these variables in 

predicting attitudes towards cyberbullying prevention within a wider adult population and with 

more precise measurements of age.  

 

 



111  

Limitations 

While these findings make significant contributions towards expanding the limited 

research concerning attitudes towards cyberbullying prevention among adult stakeholders, the 

results of this dissertation should be considered within the context of its several limitations. First 

and foremost, this study was limited by the fact that it was restricted to an on-line closed-group 

database of 12,000 social media connections within the State of Minnesota. The findings were 

derived from employed teachers and mental health professionals who participated in two popular 

on-line groups within the Midwestern United States. However, these individuals may not be 

reflective of attitudes, behaviors, or cultures that exist within similar samples elsewhere and may 

not be generalizable to other states or geographic regions.  

 A second limitation of this study concerns the type of sampling that was utilized. 

Convenience sampling was used for this study due to: (a) the number of participants who 

actively used Facebook and LinkedIn as a social networking site; and (b) the researcher’s access 

to on-line participants whom qualified for this study. Convenience samples may limit 

generalizability. More specifically, this study actively recruited participants from the social 

media sites of Facebook and LinkedIn through random survey announcements. The factors that 

allowed some to engage in the survey, while others opted to not engage in the survey may have 

influenced the results. This potential for bias is unable to be explored in this study. Similarly, the 

sampling technique that was employed for this study may have inherently allowed for an 

additional sampling bias. To be recruited for this study, participants had to be active on LinkedIn 

or actively participate in closed professional Facebook groups. Thus, teachers and mental health 

professionals who were not active on social media were not represented in this study. This 

convenience sampling strategy resulted in a sample which skewed more heavily towards mental 

health professionals, females, and those falling in the Millennial generation. This unequal 
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distribution of participants across dummy variables limits interpretation of ANOVA and, to a 

smaller extent, regression results.  According to Cooper and Schindler (2014), researchers often 

use such sampling to gain an early appreciation for the phenomena under investigation, without 

incurring extravagant costs. As such, while this sampling strategy is warranted, given the 

exploratory nature of this study, cautions must be used in generalizing the results. Future 

research should expand the sample to a more general population of working adults, not limited to 

individuals within the State of Minnesota or to those with an active social media presence.  

 A third limitation of this study is the non-longitudinal nature of the data collected, which 

prevents concluding with certainty whether the independent variables measured caused changes 

in attitude towards cyberbullying prevention. Thus, the multiple regression analysis results 

presented can only be interpreted as capturing predictive, not causal, relationships. To determine 

the nature of the relationship between variables, a longitudinal research design is needed to 

investigate the order of trajectories of internet self-efficacy and attitudes towards cyberbullying 

prevention over time.  Building on the results of this dissertation, future research should also 

consider additional variables that may also influence attitudes towards cyberbullying prevention. 

This might include the number of years of professional experience, past participation in 

cyberbullying prevention programs, or previous experiences as a victim or perpetrator of 

cyberbullying, among other factors.    

This dissertation demonstrated a clear overlap between the educational system and 

psychology, as both have a role in cyber bullying prevention programs. Though I attempted to 

consider the role of the educational system throughout this project, it is important to note that the 

focus of this dissertation was on reviewing and addressing cyberbullying prevention from a 

psychological study framework. Therefore, the dissertation did not provide a comprehensive 

overview or exploration of the implications of the educational system on the planning and 
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implementation of cyberbullying prevention programs. 

Finally, another limitation of this project is that the integration of digital technology on 

human emotions, relationships, and identity is very new.  Digital technology is constantly 

changing, and thus, people’s relationship to digital technology changes in tandem. Digital 

communication and social media have revolutionized the way people can communicate around 

the world in a manner of seconds (Fox & Rainie, 2014) Consequently, the results indicated in 

this dissertation may have unforeseen implications due to the infancy of cyber behavior 

integration and human personality characteristics. 

Implications for Practice 

The current study was designed to determine if internet self-efficacy and demographic 

variables could predict attitudes towards cyberbullying prevention programs among teachers and 

mental health professionals in order to inform strategies to increase engagement in cyberbullying 

prevention. Identifying these predictors is imperative in designing evidence-based collaborative 

prevention programs that are behaviorally and socially effective in reducing aggressive cyber 

behavior among internet users of all ages.  

As indicated previously, internet self-efficacy was predictive of attitudes towards the 

benefits of cyberbullying prevention. That is to say, when teachers and mental health 

professionals indicate personal self-confidence in using, sharing information on, and 

communicating through the Internet, they also put forward an attitudinal awareness of the 

importance of prevention to address aggressive cyber behaviors. This finding is consistent with 

what Prensky (2012) calls digital wisdom.  Digitally wise individuals have a level of 

understanding and experience with 21st century technology. Digital wisdom, according to 

Prensky (2012), involves incorporating 21st century technology into one’s present thinking and 
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decision-making processes, as well as being able to train others in the proper use of technology. 

Both teachers and mental health professionals are in a unique position to lead in the prevention 

and intervention efforts aimed at reducing the psychosocial impact that cyberbullying has on 

victims, perpetrators, and the community at large. By indicating a level of digital self-assurance, 

both teachers and mental health professionals may be confident in the role of initiating positive 

change in cyber deviance. For that reason, both teachers and mental health professionals should 

be provided with ongoing professional development opportunities focused towards both 

increasing their internet self-efficacy and providing strategies for prevention and intervening in 

cyberbullying.  

While it seems plausible to suggest that cyberbullying prevention programs should integrate 

systemic community collaboration in order to be effective, it is still unclear precisely what role 

mental health professionals play in both community teamwork and cyberbullying prevention 

programs.  It is essential for mental health professionals to maintain a proactive stance towards 

Internet competence. It is suggested that internet self-efficacy is an extension of cultural 

competency, which advocates for all mental health providers to consider their clients’ ability 

status, religion, ethnicity, socioeconomic status, sexual orientation, nationality, and gender 

because clients’ views, beliefs, and resources are informed and affected their unique culture 

(Hayes & Herbert, 2011). Internet technology is an integral part of the progressively current 

social culture. Thus, it is necessary for each mental health professional to develop a 

comprehensive cyber framework of which cyber transgression prevention and intervention 

strategies are vital tenets. Due to the centrality of psychological, biological, and sociological 

issues in psychotherapy, mental health professionals are in a unique position to collaborate with 

clients on how to healthily utilize digital technology within the context of an increasing digital 

world. Increasingly, technology is a factor that influences individuals’ familial, social and 
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professional lives. Therefore, it is essential that all professionals, including those of social 

service, maintain relevant education on best practices of incorporating digital literacy and cyber 

ethics into their practice.  

While previous research has recommended the development of cyberbullying prevention 

programs (Kowalski, Morgan, & Limber, 2012; Kraft & Wang, 2010; Schenk & Fremouw, 

2012), very little evidence is available regarding the effectiveness of these initiatives (Perren et 

al., 2012). This dissertation does offer some insight in the development of best practices. 

Capitalizing on the significant willingness to participate in prevention programs expressed by 

both women and mental health practitioners may guide best practices surrounding team 

recruitment for prevention strategies. In tandem, this research reports that mental health 

providers noted fewer barriers to participation in prevention, thus supporting the notion that 

mental health advocates may be best equipped to begin the collaboration discourse on prevention 

intervention and prevention strategies. That said, the results from this research indicate that both 

males and teachers maintain less intent/willingness to participate in cyberbullying prevention, 

with teachers also indicating barriers toward participating in prevention programs. Couvillon and 

Illeva (2011) assert that effective cyberbullying prevention programs should be developed from a 

collaborative effort among stakeholders (e.g. teachers, family, law enforcement and the 

community). However, for any program to be successful, there must be an exact definition of 

cyberbullying along with clearly defined policies and strategies, including reporting or 

investigating processes, response procedures, parameters to address off-campus incidents, role-

specific duties, and professional development/training. It seems possible that teachers have yet to 

be involved in an academic environment with a clearly defined cyberbullying prevention policy 

or program that identifies the role of each stakeholder including community partnerships. If 

collaborative policies of intervention and prevention are developed, future research can 
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determine if this type of joint effort is an effective course of action. 

Lastly, in unison academia and advocacy need to define cyber transgression in totality. 

All cyber deviant behaviors need one definition that is used by law enforcement, mental health 

advocates, educationalist and society at large.  As indicated by Srabstein, Berkman, and 

Pyntikova (2008), the statutory definitions of cyberbullying vary widely across the United States, 

impacting the underlying legislative principles and directives of prevention strategies, programs, 

and cyberbullying legislation. The authors suggested that cyberbullying legislation should 

include four key elements: (a) legal articulation of the definition of cyberbullying and a 

declaration of cyber bullying as a public health problem, (b) creation of a public health 

infrastructure for addressing the problem, including elements of research, digital cyberbullying 

incident reporting, and coordination among agencies for digital dissemination of information to 

the public and cyberbullying and its physical and mental health risks, (c) legislation that 

specifically prohibits cyber bullying, and (d) clear indication of the necessity for enacting 

cyberbullying prevention programs (Srabstein et al., 2008). 

Recommendations for Further Research 

There are several challenges that future studies on cyberbullying in adult populations 

should seek to address. Given that today's children will be tomorrow's adults, and the very high 

rates of cyberbullying in the adolescent population, it is expected that rates of cyber deviance 

will rise dramatically in the adult population in the near future. Hence, it is imperative to develop 

adequate assessment tools and evidence-based practices to deal with these violent and aggressive 

behaviors, as well as foster supportive community environments to prevent these behaviors from 

occurring in adult life.  

 This study used a single assessment of internet self-efficacy focused on usage, sharing, 

and communication.  Although this variable is still emerging in the academic literature, 
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longitudinal studies may assist in understanding how confidence impacts attitudes towards cyber 

behaviors over time.   Similarly, it is recommended that future researchers look more closely at 

the impact of cyberbullying on the adult population. Though this dissertation examined the 

prevalence of attitudes toward cyberbullying prevention within two professional groups, it is 

recommended that future researchers take a closer look at how cyberbullying affects all adults, 

perhaps by hypothesizing about attitudinal dispositions towards cyberbullying within 

professionals and how attitudinal disposition influence the intervention and prevention of cyber 

transgressions.  

Second, it is recommended that researchers look further at the implications of this study 

for the development of cyberbullying prevention programs that promote collaborative and 

community-level involvement in prevention and offer a more socially integrated prevention plan.  

It also may be beneficial for future researchers to inform prevention program development by 

conducting a “needs assessment” in various communities and building prevention programs that 

are specific to the cultural populations and surrounding communities. This dissertation had a 

minimal amount of parent participation.  Understanding parental attitudes towards prevention is 

necessary when embracing community-wide prevention approaches.  

In order to continue to develop the assessment and intervention of cyberbullying, 

research partnerships between academic institutions, mental health agencies, law enforcement, 

policy makers and community members should be established. While researchers recommend 

best practices and identify programs as evidence-based, the integration of science, psychology 

and government needs to continue to improve. Such a partnership would begin to give voice to 

all cyber users and those that strive to have a safer cyber experience.  Comprehensively inclusive 

training workshops have been found to be an important component of dissemination evidence-

based practices. Such workshops would be important for academics, mental health providers, and 
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law enforcement agencies interested in stemming the widespread prevalence of cyberbullying 

and its consequences.  Rather than standalone presentations or seminars, community inclusive 

groups should design and evaluate action-based meetings that allow for follow-up and continued 

discussion of cyber topics that are specifically community informed.  

Building from this exploratory study, future research should use a longitudinal design in 

order to obtain stronger evidence concerning the factors that affect changes in attitudes towards 

cyberbullying prevention. This research should use a wider sampling frame and should include 

more precise measures of internet self-efficacy and age. Future research should also consider the 

role of socioeconomic status, locale of cyber deviance (e.g.,  social media, forums, chatrooms) 

and type of digital device used in cyber deviant behaviors in determining attitudes towards 

prevention of cyberbullying.  

Conclusion 

While this dissertation project focused on teachers and mental health professionals, the 

wider intent was to begin a conversation of much larger breadth. This dissertation highlights 

the importance of one’s chosen occupation on attitudes toward the psychosocial phenomena of 

cyberbullying and its prevention. This fills a significant gap, as much of the previous research 

on cyberbullying employed youth, adolescents and young adults. As such, this study adds to 

the nascent knowledge of adult attitudes towards the prevention of cyber transgressions.    

 Sheldon and Epstein (2002) emphasized that home, school and community cultures 

must merge within the context of the larger society in order to assist all members in equal 

participation. However, these cultures each hold different perceptions of cyber safety, how to 

resolve cyber misconduct, and how to use digital devices in a healthy manner.  While cyber 

behaviors may not be a high priority for all individuals to understand, general cyber safety 

issues, digital etiquette and ethics strategies, online social skills, and overall cyber character 
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development are important 21
st 

century concepts that should be incorporated into community-

wide cyber-education curriculums. Overall, cyber safety, digital citizenship, and character 

education are not about right versus wrong. These concepts encompass the ethical 

expectations and core values of a community, and the success of adopting these concepts 

within a family, school, and community culture is dependent on the willingness of multiple 

stakeholders to engage in addressing this challenge. 

It is common knowledge that digital technology is rapidly changing. Thus, as new ways 

to travel the cyber highway are paved, so must prevention strategies adapt to target newly 

minted defiant cyber behaviors. The results of this dissertation suggest there are barriers to 

participating in prevention – particularly for educators. Prevention and intervention efforts 

should not be a stagnant process but rather continually evolve to keep up with the changes in 

technology and the factors acting as barriers to participation among teachers, mental health 

provides, and other adult stakeholders. It is hoped this dissertation will generate critical 

dialogue between families, educators, mental health advocates, law enforcement and policy 

makers in assessing their communities’ values and priorities and setting goals and objectives 

for creating a collaborative community cyber safety action team.  

 People are not born with the innate understanding of cyber safety, digital citizenship, 

cyber ethics, cyber law, and netiquette. These skills must be taught, and not just by parents and 

teachers alone—mothers, fathers, grandparents, siblings, neighbors, community members, 

mental health professionals, teachers, and student peers can all develop the capacity to teach 

these 21
st 

century concepts to others.  Successful lifelong learning is not generational-, 

cultural-, or gender-specific, nor does it need to occur within the walls of a classroom or the 

screen of digital devices. All cyber consumers need to learn these valuable skills to safely, 
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wisely, and ethically navigate the uncharted realms of the ever-changing cyber world. 
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